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ABSTRACT:
This contribution proposes text to address Issue #5, Timing requirements, in TS 33.108 as documented in the issues list published in T1P1/2002-004 .
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A. Introduction
This contribution proposes text to address shortcomings in TS 33.108 in area of timing requirements. This contribution addresses Issue # 5 of the issues list documented in T1P1/2002-004 and action items assigned to CIS/Telcordia during the T1P1.SAH conference calls held on January 8, 2002 and January 14, 2002.

This contribution builds on contribution T1P1/2001-112 R0 which was submitted for discussion to T1P1.SAH at it’s August 10, 2001 meeting in Dallas, Texas and on T1P1/2001-112 R1 which reflected actions taken by the authors to revise and resubmit as per recommendation from T1P1.SAH. The authors advise the readers to please see contribution T1P1/2001-112 R1 for additional reference material on this issue.
B. Discussion

Background: Clause 4.5, HI2: Interface port for intercept related information, of 3GPP TS 33.108 specifies “Sending of the intercept-related information (IRI) to the LEMF shall in general take place as soon as possible, after the relevant information is available.”  Clause 6.2.1 of 3GPP TS 33.108 V0.1.0 specifies, “As a general principle, within a telecommunication system, intercept related information (IRI), if buffered, should be buffered for as short a time as possible. NOTE:  If the transmission of intercept related information fails, it may be buffered or lost.”  

Requirement: Law enforcement agencies need real-time, full-time monitoring capability for interceptions of packet-based communications. Real-time access to IRI refers to the ability to access and monitor communications that occur concurrently with the transmission to or from the interception subject’s equipment, facility, or service.. Access to IRI information generated after service establishment should be provided concurrently with the transmission to or from the interception subject.  

Law enforcement agencies need a full-time monitoring capability for interceptions of packet-based communications. The term “full-time” refers to the ability to access and monitor all service activity associated with the interception subject on a 24 hour-per-day basis.

Accurate time-stamps and prompt delivery of intercepted packet-based communications to the monitoring facility are critical to the conduct of law enforcement investigations. The following capabilities address these aspects of LAES.

· Event Time-stamp: Law enforcement agencies need IRI to be time-stamped within a specific amount of time from when an event triggering the generation of the IRI occurs. Time-stamping shall be provided for encapsulated interception subject packets delivered to the LEA. 

· Event Timing: Law enforcement agencies need IRI sent to the LEMF within a defined amount of time after the occurrence of the corresponding event in the network.

Discussion: The T1.P1 SAH representatives participating on the conference call held on 1/8/2002 agreed to draft timing requirements, which only include access, interception and mediation components, with a demarcation point on the outer boundary of the Delivery Function.  It was decided that the newly drafted requirements would not include the time required to transport the information across a transmission medium of the delivery interface to the LEMF. 

CIS/Telcordia took the following action items:

· Reword the requirement with respect to 3.5 seconds to clearly indicate the time is from Access-to Delivery Function (DF) ‘demarcation point’. Identify where to include timing requirements into TS 33.108.

· Review the Time Stamp ASN.1 in TS 33.108 and make recommendations on what needs to be modified/added.

Below find newly drafted timing requirements:

Recommendation #1: Add text in Clause 6.2.1 of TS 33.108 to address the U.S. law enforcement need to have Timing requirements. 

Recommendation #2:  Add text to address time-stamps need to be reported to a precision of 1/1000 of a second.  This means that TS 33.108 needs to specify the timeStamp parameter must be encoded using the generalizedTime encoding for systems deployed in the U.S.  

Proposed Text:
Timing information allows law enforcement agencies to have the ability to associate IRI with the content of communication. Timing information includes two elements:

· Event Time-stamp Accuracy - Each IRI data record shall contain a time-stamp that is recorded within a specific amount of time from when the event triggering the IRI data record occurred (i.e., the time difference between the time the IRI triggering event occurred and the time recorded in the time-stamp). 

· Event Timing – IRI records shall be sent to the LEA within a defined amount of time after the information pertaining to the IRI triggering event is received by the IAP. 

The following timing requirements shall apply to the HI2 “LI application” messages:

· IRI data records shall be sent by the delivery function to the LEMF over the HI2 within three and half (3.5) seconds of receipt by the IAP of the information pertaining the IRI triggering event at least 95% of the time.

· Each IRI data record shall contain a time-stamp that is within 200 milliseconds from when the IRI event triggering the IRI data record occurred. 

· For systems deployed in the U.S., each IRI data record shall contain a time-stamp reported to a precision of 1/1000 of a second.

The following timing requirements shall apply to the HI3 CC messages:

· For systems deployed in the U.S., time-stamps shall be provided for encapsulated interception subject packets delivered to the LEMF.

Recommendation #3:  Incorporate the ASN.1 change provided below to address the need to report time-stamps to a precision of 1/1000 of a second using the generalizedTime encoding for systems deployed in the U.S.  

Proposed ASN.1 Change:

LocalTimeStamp



::= SEQUENCE 

{


generalizedTime




[0] GeneralizedTime,



--The generalized Time format is an ASN1 universal class and its format is the 



--one defined in case a) of the ASN1 recommendation [5], b) (year



--month day hour minutes seconds tenths of a second hundreths of a second 

        --thousandths of a second)

winterSummerIndication


[1] ENUMERATED 


{ 



notProvided(0), 



winterTime(1), 



summerTime(2), 



... 


}

}

C. Recommendation

Approve all recommended changes.
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